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Abstract: Advancements in research and innovation on
Smart loT technology have provided quality of life to
physical and visually impaired users. However, deploying
Man-In-the-Middle (MITM) attacks on 10T devices that use
Long Range Wide Area Networks (LoRaWAN) has
increased exponentially due to the high user demand and
increased access to the internet. As a result, there is a high
probability of user data being exploited, especially on
visually impaired user 10T devices, by penetrating the
network devices leading to cyberattacks such as remote
access, extortion, sabotage, and loss of internet access. This
paper explores the methods used by threat actors to deploy
MITM attacks on 10T devices that use LoRaWAN to detect
vulnerabilities, understand attack patterns and assist in
understanding human factors in cyber security. The
contribution of this paper is threefold: First, we review the
existing attacks on 10T devices and their impact on visually
impaired users. Secondly, we implement a MITM attack
using an open-source tool to exploit the LoRaWAN to
determine the vulnerabilities. Finally, we recommend a
control mechanism to improve security. The results show
that the MITM attack can be replicated on devices,
demonstrating the importance of creating more robust
security to prevent information or identity theft without the
user's permission.

Keywords: Cyberattack, LoRaWAN, Man-In-The-Middle
Attack, Internet of things, Cybersecurity, ARP Spoofing.

I.  INTRODUCTION

The Internet of Things (loT) connects smart
devices with each other to enable the exchange of
information, services, and goods over the same network
[1]. These loT devices are equipped with enhanced
intelligence and sensors, which makes it easier to share
information with users at any time [2] including smart
homes, health monitoring, control, and location of pets.
Furthermore, 10T devices are built with sensors and
actuators that can process signals and generate data
constantly [3] in a complex construction of diverse types
of technological layers that work together to make users'
lives easier [4]. The loT has evolved through the years
from the initial use of RFID connectivity to electronic
product codes [3[ [4] to connect physical devices to
communicate with each other using sensors and
actuators, including nanotechnology miniaturization
technologies and the internet. The essence of the loT
innovations is to provide connectivity and improve the
quality of life for users, the economy and industries,
including healthcare, education, energy, water,
manufacturing, transport and communication and [5] [6]
[7]. Unfortunately, these connectivities have been
susceptible to MITM attacks on the 10T architecture,
leading to compromises on the integrated perception,
network and application layers and the connected devices
[1]. The most affected are the visually impaired users [6]
since they rely heavily on these embedded processes in
smart devices such as smartphones, T.V.s, and Cameras
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to interact with remote services using the internet, cloud
and data centres for their daily activities. Sobnath et al.
posit that about 110 million visually impaired people are
experiencing challenges in using loT devices. Thus,
adaptive research and innovative solutions are required
seamless interaction between the visually impaired
person and devices [6].

The LoRaWAN connectivity is used on loT devices
in an intelligent network environment. Its network
structure and operations have different characteristics
and specific typologies that are considered the "Star-of-
stars" topology. Different connection elements are
combined and implemented in multiple devices to create
smart cities, as depicted in Figure 1.
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Fig 1. LoRaWAN Network Structure

Figure 1 discusses the LoRaWAN structure that is
divided into four different sectors, including the nodes,
gateways, network and application servers as follows:

e End devices (nhodes): Consist of connecting physical
devices, including sensors or switches, to the
network through gateways using LoRa RF
modulation [8] [9].

e  Gateways: Establish send or receive communication
from the device to the internet registered to a specific
server in different channels, ranging from 3G to 5G.

e Network Server: Manages devices connected in the
network, establishing connections and at the same
time confirming the authenticity and integrity of
messages [8].

e Application Server: Considers how the data is
processed, transmitted and analyzed from one device
to another across the network, using different
techniques.

e Join Server: Manages the flow of the LoRaWAN,
where the delivery of the message sent through a
request to join the server using NwKSkey, and
AppSkey could occur directly or vice versa. [8] [9].
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Deploying MITM attacks on 10T devices that use Long
Range Wide Area Networks (LoRaWAN) have increased
exponentially due to the high user demand and increased
access to the internet. As a result, the probability of user
data being exploited by third parties by penetrating the
network devices using remote access tools leading to
cyberattacks such as false data injections, extortion,
sabotage, and internet access loss, has increased. Thus,
understanding human factors in using loT devices can
improve cyber security controls. LoRaWAN is a low-
power, wide-area wireless communications technology
that connects 10T devices with LoRaWAN gateways, I.P.
networks, servers, and network applications. Figure 1
depicts a conceptual model of the LoRaWAN
architecture.

This paper explores the methods used by threat
actors to deploy MITM attacks on 10T devices that use
LoRaWAN to detect vulnerabilities, understand attack
patterns and provide security recommendations. The
contribution of this paper is threefold: First, we explore
existing attacks on 10T devices and their impact on the
user and human factors. Secondly, we implement MAIM
attacks using an open source tool to exploit the
LoRaWAN to determine the vulnerabilities. Finally, we
recommend a control mechanism to improve security.

II. RELATED WORKS

This section reviews related works and the start-
of-the-art of Smart City architectures and IoT device
vulnerabilities and cyberattacks on LoRaWAN and its
impact on visually impaired users. The study considers
the loT security architectures and how the related
implementations impact devices. These include
identifying previous classification approaches that
leverage the LoRaWAN structures, including the nodes,
gateways, network servers and application servers and
how they are integrated.

Regarding the different attacks that can affect 10T
devices, [1] posits that attackers can exploit vulnerable
devices or cloud-based applications and steal data or
users' identities on unprotected devices. The authors
explored loT attacks and challenges by evaluating the
IoT architecture, the three perception, network and
application layers and how MITM attacks can be
deployed on the architecture [1]. The authors emphasized
technological and security challenges in the layers,
including wireless and RFID and how the sensors lead to
exposures. Further, Abdulrahman and Varol explored the
issues of defending against cyber-attacks on 10T devices,
issues of understanding attack motives, and the
challenges of implementing security mechanisms to
prevent attacks on loT devices [10]. The authors
postulate that one of the ways to prevent the attacks is to
understand how vulnerable spots on IoT devices are
exploited to trace back to the weakest link of the network
[10]. Regarding intelligent mechanisms that can detect
unfamiliar intrusions and find unusual activities,
Tabassum & Lebda, consider the Helium hotspot and its
complexities in smart 10T, giving the possibility to
attackers to turn devices such as T.V., watches, CCTV
cameras, and even smart pet collars into harmful botnets
to be attacked [11]. Biswajit reviewed LoRaWAN
architecture by exploring the various network features
and the different LoRa from wireless technologies in
long-range transmissions with low power consumption
[8]. Ingham et al. analyzed loT security vulnerabilities on
devices and their predictive signal jamming attacks on
LPWAN and LoRaWAN by designing and simulating

predictive models on device data generations. The
authors highlighted security issues, including connecting
inferior devices, using less mature standards, and sending
small amounts of data on enabled devices over a long
distance, leading to lIoT vulnerabilities. [12]. There are
various categories where an 10T device can be classified:
Wearable devices, smart home devices, and M2M. A
cyber-attack is launched from one to different on loT
devices. The complexity of smart 10T allows attackers to
turn devices such as T.V.s, watches, CCTV cameras, and
even smart pet collars into harmful botnets to be attacked.
Thus, the diverse types of threats and vulnerabilities in
IoT and networking affect various levels of cybersecurity
[13]. Lee surveyed loT architecture that enables five-
layer corporate loT architecture and focuses on
cybersecurity challenges and solutions at the layer level
[14]. The perception layer where devices capture a large
quantity of real-time data needs different energy-saving
strategies. Lopez et al. posit that the cloning of device
chips by attackers is a crucial security concern at the
perception layer as DDoS attacks might be launched
using clones of RFID tags [15]. Further, Sobnath et al.
reviewed smart cities comprehensively to improve
mobility and quality of life for visually impaired 10T
device users. The authors consider challenges such as
issues of mobility and navigation through known and
unknown obstacles that, when addressed, could provide
more independence and safety [6]. Furthermore, Martini
et al. explored the intrinsic characteristics required to
implement quality of experience (QOE) as opposed to the
quality of services (QoS) to evaluate the user-centric
design for novel multimedia systems and standards. The
authors postulate that focusing on QoS relies on network
performance without emphasis on perceived quality [16].
Moreover, Nasralla proposed a novel methodology to
design sustainable virtual reality patient rehabilitation
systems with 10T sensors using virtual smart cities using
time series analysis to identify malfunctioning loT
devices [7]. Additionally, Rehman et al. investigated the
m-QoS analysis of medical video streaming using a small
cell installed inside an ambulance by considering a
heterogeneous network including a macrocell with a
centric eNodeB coexisting with a mobile cell [17].
Subsequently, Rehman et al. analyzed mobile app
features for people with Autism in a post Covid-19
Scenario by identifying several highly rated mobile
applications designed to assist people with Autism
Spectrum Disorder (ASD) using the PRISMA
methodology. The authors identify challenges such as
verbal and non-verbal communication, social
understanding and behaviour, inflexible behaviour and a
lack of imagination as critical issues facing ASD people
as rationale [18]. Khattak et el. proposed a single anchor
localization approach for wireless sensors in a 5G
satellite-terrestrial network by using an algorithm with
bidirectional information mobility focused on short paths
with two beacon points [19]. Naoui et al. explored how
third-party-based key management could enhance the
LoRaWAN security architectures and the enabled loT
devices using the scythe tool to evaluate security [20].
Dofe et al. reviewed hardware trojan and side-channel
analysis attacks on emerging loT applications by
proposing a low-cost dynamic permutation method for
10T device attacks [27].

All the related works are relevant to loT security
and could assist visually impaired users. However, we
proposed a conceptual model and deployed a MITM
attack on LoRaWAN devices using the Kali Linux tool



to deploy the attack and used Wireshark to analyze 1.P.
address vulnerabilities to provide security controls.

I1l. APPROACH

This section considers the different approaches to
initiating attacks on 10T devices to determine the
vulnerable spots and the challenges in securing the
devices. First, we implement MITM attacks using Kali
Linux, an open-source tool to exploit the LoRaWAN to
determine the vulnerabilities. Then, figure 2 incorporates
security into the 10T architecture.

A. LoRaWAN Security Architecture

The proposed LoRaWAN security architecture
consists of four components integrated with a network
environment with other security tools to provide secure
IoT device connectivity. The components include the

End Node, Gateway, Network Server and Applicatioh.

Server [21]. Figure 2 depicts the LoRaWAN security
architecture that incorporates SSL with the TCP/IP that
encrypts communication devices such as fire alarms,
CCTV cameras, meter, and gas monitoring devices from
the end nodes to the gateway routes. The firewall, IPS
and TLS are configured on the VPNs and the routers
between gateway and network servers to sniff out any
suspicious packets. The SSL/TLS and IPS and the
external firewalls to secure the Database servers and the
cloud services are between the network server and
application server. These components are integrated on
the LoRaWAN using intelligent devices on the security
devices to security configurations and information flows,
monitor and establish secure checks.
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Fig 2. LoRaWAN Security Embedded System

B. Privacy Protection Issues

Occasionally sensitive data is stored on devices, such
that when these devices connect to a wireless network,
they expose passwords and information. Therefore, the
devices should oversee sensitive data accurately and
safely with an end agreement after each use. Otherwise,
an attacker could have access and commit a serious
invasion of privacy [22].

C. Weak and Easy Passwords

Many interfaces use similar usernames and weak
passwords that are easy to guess, such as 'admin’. Many
devices have hard-coded credentials issues and few
authentic bypass issues. Normally, some users use short
passwords or original ones that come with the system.
However, when attackers have access to the system as
administrators’ interface to all the personal data
information and change the passwords. [23].

D. Outdated Software
Outdated software causes vulnerabilities on loT
devices. Usually, the software is found and fixed

automatically using the latest version. However, some
vulnerabilities do not allow the system to update and
show issues after the device is deployed [24].

IV. IMPLEMENTATION

This section discusses the implementation of the
MITM attack on the LoRaWAN. Then, a scenario of an
ARP spoofing MITM attack is used to explain how the
attack is deployed and how to defend it [28]. Threats to
the intelligent devices linked to the LoORaWAN wireless
data communication technology have been discovered as
the most common assaults using ARP spoofing attacks.
Finally, we recommend control mechanisms to prevent
ARP spoofing attacks. The goal is to secure user data on
IoT devices, which generate a large quantity of
information and private information.

A. Man - In - The — Middle Attack (MITM) Process

MITM  attacker intercepts and interrupts
communications between devices and exploits the data
between two parties, especially network and application
servers. Then, the attacker impersonates either party,
stealing data and gathering sensitive information to
operate scams or frauds. In a network environment, 1.P.
addresses communicate, but routers do not as they only
use MAC addresses. For instance, computer A asks for
the I.P. address of another computer B and C and its
MAC address. Once these computers have the ARP
cache, they can send messages to each other. To
implement the process, we open the power shell and log
in as an administrator, then type "arp-a’ to view the static
address as the broadcast address to view the computer's
arp cache. Next, we type the command ‘arp-d' and the
computer's I.P. that s sending messages. The entry is
deleted. Next, we open Wireshark and ask for the I.P. of
‘computer C' and see what it is doing. Then in Wireshark,
we type ARP to see with which another computer,
‘computer C', was sending messages, as shown in Figure
9. Then the attacker's computer, when it has the message,
sends the signals to the router to intervene between the
victim's computer and the router.

There are various techniques for launching MITM
attacks. The purpose is to gather information to commit
scams or frauds. The following are some of the attacks.
I.P. spoofing: the data source is spoofed to fool the victim
into thinking there is a genuine conversation [23]

ARP spoofing: poisoning the ARP cache to link the
attacker's MAC address to the victim's |.P. address.
DNS spoofing: When an attacker enters the cache and
alters the translations to redirect to the DNS domain name
system to transform these internet names into easy-to-
remember titles. [25] [28] [29].
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Fig 3. Man-in-the-Middle Attack

The attack demonstrates a lack of security
between the web server and the application server. A



MITM attack could lead to more attacks against the user,
such as bit flipping attacks. Bit flipping attacks steal data
and attempt to change the communication between the
network server and the application server, making the
LoRaWAN v.1.0 vulnerable network [24]. The type of
MITM attack carried out is ARP cache poisoning, by
causing the ARP protocol to resolve the I.P. addresses in
the networks by poisoning the cache so that the attacker
can gain access to information.

B. ARP Cache Poisoning

The ARP Cache Poisoning attack occurs in an event
where the recipient's system is required, as the an-ARP
request is made. The I.P. and MAC address of the
computer makes the request, and the I.P. of the
destination computer is provided. This approach aims to
provide fake responses to queries so that the user may use
the attacker's computer as an access point to the internet
and intercept outbound data from the victim's P.C.
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Fig:4. ARP poisoning in each layer

Utilizing the command line may be essential to
distinguish that adevice's ARP cache has
been exploited. We start with the Kali Linx shell as an
administrator. We  type  the following command
toshowthe @ ARP table on  Windows and
Linux. Supposed the table contains two specific I.P.
addresses  with  the same MAC  address,
this demonstrates an ARP assault . Since the 1.P. address,
192.168.5.1 can be recognized as theswitch, the

attacker's 1.P. islikely 192.168.5.202. To find ARP
spoofing in a huge arrange and get
more data around the sort of communication

the aggressor is carrying out,you'll be able utilize the
open source Wireshark convention.

C. Tools and programmes used

The structure is as follows: Two portals have been
utilized to mimic the attack, one of which is a laptop with
the Linux operating system installed, which is employed
as an attacker and has Kali installed (black laptop, DELL
brand). On the other hand, a victim is a laptop using the
Windows 10 operating system (grey laptop, ASUS
brand). We used a mobile phone hotspot as a network
provider for security considerations. Both devices were
connected to the same network without constraints. A
Wireshark tool was used to analyze the transmission of
data and packets. Further, the Ettercap tool in the Linux
utility is used to replicate MITM or DoS assaults. The
Wireshark assist in detecting failures in the machines that
are targeted. It is used as a form of the interceptor
(sniffing) to intercept live connections. The
implementation starts with the command line in Window
(CMD), using the commands "Arp -a," where it is
possible to see the ARP catch it and the MAC address for

the different devices, hence the default gateway in thi,

MAC. The MAC address is linked to the I.P., and any

activity done is sent to the Kali Linux computer. One
approach to stop this activity is by carrying out a dynamic
ARP inspection; however, if you do not know the type of
connection or the type of malicious threat, just a solution
is using the protocol message over a local network [25].
The first thing to do is determine the network interface to
be utilized, such as the one that provides Wi-Fi access
and the L.P. router. In Kali, to access this sort of
information, such as the network interface, go to CMD in
Start and type Ipconfig, and then the router's I.P. is
retrieved by typing 1.P. route display (all this is the
information from the attacker). Only the victim's I.P.
address is necessary and may be found in the CMD or
network configuration.

\Users\Alessandra>arp -

00-08
-00-00-fb
0-00-fc
-7f-ff-fa
-Ff-ff-f

dra>ip interfaces
ized as an internal

atch file.
Fig 5. Checking the Victim Address MAC

After that, we enable packet forwarding in Linux, going
to the command line to activate the IPv4 network, the
most widely used protocol on internet packages
forwarded, where the machine will work as a router.
Figure 5 shows how two possible victims were found,
considering the ports are the easiest route to access the
network and the device to start the ARP poisoning by
executing the following command:

“Echo 1 >/proc/sys/net/ipv4/Ip forward” (1)

The command above assists in keeping the flow of
communication in the attacker-user path as much as
possible and removes the perception of intermediary
processing. A second terminal window is used to verify
if the MITM attack is operational. Finally, we used the
Ettercap tool to gather instant messaging packets
automatically and conduct the poisoning of both the
gateway and user's ARP.

root@TALKTALKO434A 7™ h
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ettercap NG-0. 7. 4. 2 cop
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it 2001-2005 AL« & NaGA

192.168.99.100  255.255.255.0
alid ‘redir_command_on’ script in the etter.conf file
ped to UID 65531 GID 65533, ..

7587 mac vendo:
1766 tcp OS fing:

sts added to the hosts lisi
ARP poisoning victims :

GROUP 1 : 192.168.248.169 00:F4:80:26:AB:03
: 192.168.99.195 4A:B8:F7:C6:79:AF

Text only Interface activated ...
Hit 'h' for inline help

Fig 6. I.P. Forwarding attempt

D. Step to Intercept Packages From The Victim Using
An Arpspoof Command



Using this command line allows you to intercept
packets on a switched LAN. This works by redirecting
packets from a target host on the LAN/WLAN intended
for another host on the LAN using ARP replies. Further,
we determine if it will be possible to route packets as the
device will not receive information from the router. That
will show that it is the attacker's computer pretending to
be the new router and then be able to sniff the traffic.
arpspoof of the host to sniff new packets from the
command line equivalent. You may choose the network
interface to use with the -1 command, and with the -t

command, you can specify which hosts to spoof.
arpspoof spoofs the MAC address of the host to sniff
packets to all hosts on the LAN by default. So the default
router is the most common host on a LAN to fake ARP.
This step starts with the ARP spoof, and then you must
add or choose the target using the victim interface and the
I.P. address. Then at the end, add the I.P. address, where
we can see the machine starts sending some ARP reply
from the computer telling the MAC address of that I.P.
The commands used are: arpspoof -i [Network Interface
Name] -t [Victim I.P.] -r [Router I.P.]

Fig 7. Starting ARP attack on the Victim's Computer

The following step identifies the victim's computer
activity to verify that the ARS Spoof attack has been
initiated. First, we determine if the MAC address has
been changed to the attacker's computer's I.P. address
with Kali Linux. Next, we check to see if the changes
in the MAC device one have been spoofed, checking
the traffic using the traffic ping 8.8.8.8 command or

Sent 4, Re

und trip

times

192.168.248.28. Figure 8 shows that the attacker has
taken control of the victim’s network, with the packet
forwarding verification showing that four packets have
been sent and four have been received. That means that
none have been lost, and all information received and
sent between the two channels is not blocked.

ived

in

Minimum = 6ms, Maximum

As mentioned above, in the previous step, it is verified
that the victim does not lose any packets it sends and
receives while being hacked through an ARP spoof
attack. After it has been demonstrated that no change
has occurred network, the attacker's computer is
checked for activity on the victim's control using the
Wireshark program. The other way to check is by
receiving the traffic from the computer using the
Wireshark app, where we will see the information. For
example, we could see the attacker's computer was
trying to ping the victim's device. The results show that
the victim's computer tries to get into the 8.8.8.8 ping
command. The attacker can check his traffic because
the MAC has been changed from the default gateway,
giving all the access to the Kali Linux computer.

Fite  Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Fig 8. Testing the send and receive packages With the Victim's Laptop

At Layer 1101, when the packet is sent from
the victim's device to the router, the attacker's poisoned
MAC address (instead of the router's original MAC) is
inserted as the destination MAC. That is how the
packet arrives at the attacker's P.C. The attacker sees
this packet and forwards it to the router using the
correct MAC address. Logically, the response from the
router is sent to the spoofed target MAC address on the
attacker's system (instead of the victim's device). The
attacker intercepts them and forwards them to the
victim's device. Meanwhile, the Wireshark sniffer
software running on the attacker's P.C. reads the data
traffic, and it is possible to see the control on the
victim's computer

Fig 9. Traffic network of the victim's computer using Wireshark



The next step is to poison the victim's computer with
the attack, where we will verify using Wireshark to
take control of the devices, and you will see how many
times the ARP attack has been sent to the computer.
Here we analyze the victim's activity, where you get
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E. Sniffing And Testing Using Ettercap Wireshark
Then we sniff and test using the Ettercap
Wireshark app to define the type of sniffing Ettercap
will do on the various devices in the attacker's
networking using a Bridged sniffing method. Once we
have a list of hosts, we can start poisoning them with
an-ARP assault. The test was performed on a different
day but with a separate hotspot. After the packet had
been collected and analyzed for traffic utilization, we
explored everything from the same port where the
victim is connected to determine the websites visited.
Then, we can observe the traffic between the target and
the destination.
oot @TALCTALCOAAT: «

File Actions Edt View Help

Figll. Sniffing the WIan0 and port of the victim's computer

Finally, we demonstrated the final test on the
victim's websites to prove that it is possible to get the
same result as the victim. We execute the network
interface command “Driftnet -/” to sniff the network
from the HTTP query command line. Figure 9 shows
how we can view all the activities by analyzing all the
images from TCP streams.

Fig 12. Demonstrate Drifnet Command on the victim's device

V. DISCUSSIONS
ARP Spoof and DNS Spoof are a type of MITM
attacks that could be deployed on LoRawWAN, and on
the DHCP and ICMP services that oversee the
assigning of I.P. addresses and the ARP. In a network
environment, the ARP is used to determine the MAC
address associated with a given I.P. address. An ARP

Packet IP.pcapng.g2
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42 192.168.248.85 is at ic:3e:84:be:f2:1b (duplicate use of 192.168.
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42 bytes captured (336 bits) on interface wlane, id e

Fig 10. ARP spoof attack detected on Wireshark

the different poisoning attacks, which reply every time,
the user does anything on the computer. The number of
data recorded can be seen here, and how the ARP cache
has been turned into ARP packets and is being sent to
monitor the target.

Power Manager

2:1b (duplicate use of 192.168.
.168.248.28 is at

192.1 4 is at e:12:1D
f2:1b (duplicate use of 192.168.
:f2:1b
2:1b (duplicate use of 192.168.
ib

3e

:1b (duplicate use of 192.168.
b

1
:f2:1b (duplicate use of 192.168.

is at ic:3e:84:be:f2:1b (duplicate use of 192.168.

request for an I.P. address is sent to devices whose
MAC address could be identified. The device with the
I.P. address responds with an ARP Reply to the MAC
address of the devices that made the request. When
reviewing the ARP reply, the 10T device stores the IP-
MAC address pair locally in an ARP cache table. After
the ARP resolution, data is finally sent to the
destination. The ARP protocol lack authentication
schemes since any device could claim the ARP request.
Cyber attackers can deploy ARP Spoofing attacks by
exploiting this vulnerability and respond to the ARP
request. The I.P. establishes association during
resolution with the MAC and then updates itself on the
ARP cache to provide access to the attacker. However,
there are warning signals that the victim is being
targeted. Unexpected or frequent disconnections
indicate that it is possible to disconnect users from the
system to intercept their passwords or usernames when
they attempt to log in again [26]. Thus, connecting to a
public or unknown Wi-Fi is insecure and could lead to
attackers taking control of the victim's devices.

F.  ARP Spoofing Preventive Controls

This section discusses the various security controls
that can be implemented as recommendations to
prevent ARP spoofing. The LoRaWAN architecture
has several security issues when connected to loT
devices. The following control mechanics can be
implemented to mitigate attacks on 10T devices.

Static ARP Tables: deploying statically mapped
network's MAC addresses to the appropriate I.P.
addresses provides the feasibility of control and
prevents attacks. That ensures that any network
modifications will necessitate manual updates to the
ARP cache tables on all the hosts. Monitor duplicate
occurrences of the same MAC address on the
LoRaWAN. Further, switch security could be
implemented as one of the roles for mitigating these
ARP attacks as it provides a dynamic ARP check. That
validates each ARP message and filters out packets that
may be dangerous or suspicious to the system. This
inspection form may route messages through a switch
to avoid DosS attacks and activate ports using the DHCP
snooping capability. Furthermore, physical Security
could be implemented to ensure that ARP messages are



not sent beyond the borders of the local network, which
means that those who wish to hack into the network
must be close to the victim's network or have authority
over the computer. Moreover, a VPN tunnel could be
connected to the internet through the internet service
provider (ISP). Install SSL to ensure HTTPs encrypt
the messages and the firewall to detect any malicious
attack. The encryption helps to encrypt the user's
location and prevents attackers from deploying ARP
spoofing attacks. Password management and
multifactor authentication could be used to monitor
user activities. Additionally, apply zero trust principles
to prevent zero-day attacks.

VI. CONCLUSION

Digital transformation, research and innovation
advancements in 10T technology has given people with
physical and visually impaired hope of a quality of life.
These developments have allowed users to access loT
devices and provide ease of use of their everyday
household devices for health monitoring, T.V.s,
smartphones, computers, pets, doorbells, and CCTVs.
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