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Member, IEEE, Pei Xiao, Senior Member, IEEE, Lyudmila Mihaylova, Senior Member, IEEE, Wenwu Wang,
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Abstract—In the Industrial Internet of Things (IIoT), outdoor electronic devices serve crucial roles across sectors, providing vital data
for decision-making. However, their exposure to open outdoor environments makes them vulnerable to unauthorized access, physical
theft, or compromise, endangering both the device and its data. Ensuring the security of outdoor devices and their data is thus critical.
This study addresses data security in outdoor IIoT devices by supporting the encryption of all IIoT-related data in device memory.
Accessing and retrieving this data requires operations on encrypted data. Hence, we introduce a Searchable Symmetric Encryption
(SSE) scheme called MI3SE, which ensures each device’s encryption key is unique and valid for a period based on the device’s security
sensitivity. Moreover, MI3SE meets key security requirements, including confidentiality, integrity, forward secrecy, and backward secrecy.
It is specifically designed to mitigate physical compromise and query pattern analysis through a two-keyword query approach and
withstand various attacks, as validated by rigorous security analysis. Comparative evaluations against benchmark schemes underscore
the efficacy of MI3SE in terms of both security and performance. Moreover, comprehensive non-mathematical security analysis and
simulation experiments affirm the enhanced accuracy and efficacy of MI3SE in securing sensitive data stored in outdoor IIoT devices.

Index Terms—Searchable Symmetric Encryption (SSE), IIoT, Outdoor Electronic Devices, Data Security.

✦

1 INTRODUCTION

The Industrial Internet of Things (IIoT) has emerged as
a transformative force, revolutionizing industries across the
globe by leveraging the power of connected devices and ad-
vanced analytics. In today’s rapidly evolving landscape, IIoT
devices play a pivotal role in various sectors, serving as the
backbone of digital transformation initiatives. These devices,
ranging from sensors and actuators to gateways and con-
trollers, enable organizations to collect, process, and analyze
vast amounts of data in real time, thereby facilitating informed
decision-making and operational optimization [1].

Along with this technological revolution, outdoor IIoT de-
vices such as Weather sensors, Smart agricultural sensors, and
Industrial equipment monitors have attracted significant atten-
tion due to their ability to extend connectivity and intelligence
to remote and challenging environments. Whether deployed
in agricultural fields, energy installations, or transportation
networks, outdoor IIoT devices serve as the eyes and ears of
modern industrial operations, capturing crucial data points that
drive efficiency, productivity, and sustainability. By utilizing the
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capabilities of outdoor IIoT devices, industries can monitor en-
vironmental conditions, track asset performance, and mitigate
operational risks in real time, thereby unlocking new paths for
innovation and growth.

Despite advancements in IIoT device technology, significant
security challenges persist [2]. Researchers have proposed vari-
ous solutions to enhance security in IIoT environments. For in-
stance, [3] introduced BSFR-SH, a novel blockchain-enabled se-
curity framework designed to detect and counter ransomware
attacks within smart healthcare systems. In [4], an innovative
Software-Defined Networking (SDN)-orchestrated Deep Learn-
ing (DL) approach was introduced for intelligent IDS in smart
consumer electronics networks. Additionally, [5] addressed the
threat of distributed denial of service (DDoS) attacks on IoT
servers by introducing a deep reinforcement learning-based
multi-layer IoT-DDoS defense system (DRL-MLDS) with robust
reward metrics. These studies contribute valuable insights and
solutions to improve security in IIoT ecosystems. However,
the outdoor IIoT devices are susceptible to various threats
due to their exposure to harsh weather conditions, potential
physical tampering, and deployment in remote locations. Such
conditions elevate the risk of system vulnerabilities. Their de-
ployment in the open and outdoor environments also makes
them vulnerable to physical theft, posing a direct threat to the
sensitive data they store. To deal with threats like counterfeiting
and unauthorized access in hardware systems and IoT devices,
Physical Unclonable Functions (PUFs) can be an ussful method.
PUFs utilize unique semiconductor device characteristics for
cryptographic purposes, leveraging manufacturing variations
to create individual and non-replicable device responses [6].
However, safeguarding the security of data stored in outdoor
IIoT devices (data-at-rest) still becomes paramount [7]. Robust
security measures and encryption protocols such as Advanced
Encryption Standard (AES), Rivest-Shamir-Adleman (RSA), El-
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liptic Curve Cryptography (ECC), and also the new block
ciphers such as HARPOCRATES [8] are efficient in mitigating
potential risks and ensuring the confidentiality of stored data
[9].

One approach to addressing these challenges is to encrypt
all data collected by IIoT devices using these encryption proto-
cols before storing it in the device’s memory [10]. This ensures
that even if the device is physically stolen, the stored data
remains secure. However, this method introduces a new chal-
lenge: accessing or retrieving data-at-rest by authorized users
and other entities within the IIoT network. Since the data-at-
rest is encrypted, processing and performing queries on this
encrypted data becomes a significant hurdle.

Searchable Symmetric Encryption (SSE) schemes offer a
promising solution to the challenge of querying encrypted
data [11], [12]. These schemes enable efficient searching and
retrieval of data while maintaining the confidentiality of the
stored information. With SSE, encrypted data can be searched
and retrieved without the need to decrypt it first, achieved
through cryptographic techniques allowing secure keyword-
based searches on encrypted data. SSE schemes typically in-
volve generating encrypted indices or searchable data struc-
tures facilitating efficient search operations. By allowing queries
directly on encrypted data, SSE schemes ensure sensitive infor-
mation remains protected, crucial in scenarios where security
of data-at-rest is paramount, such as outdoor IIoT devices.
However, SSE schemes face challenges including the need for
efficient search operations, strong security guarantees against
cryptographic attacks, preservation of search query privacy,
support for dynamic operations, scalability, and practical de-
ployment considerations. Addressing these challenges is essen-
tial to ensure SSE schemes effectively balance security, privacy,
and practicality in real-world applications.

Several studies, such as [13]–[21], have focused on safe-
guarding data-at-rest by employing SSE schemes. Kurosawa et
al. [14] introduced the concept of verifiable searchable sym-
metric encryption along with its associated security notions, in-
cluding reliability and privacy. They demonstrated that security
against non-adaptive adversaries aligns with their definitions of
reliability and privacy. Additionally, they addressed a limitation
in SSE-2 [13] by introducing a verifiable SSE scheme that satis-
fies both reliability and privacy conditions, which are equiv-
alent to security. Furthermore, they extended the scheme to
support file modification, deletion, and addition of documents
[15]. In [16], a keyword-based searchable symmetric encryption
scheme is introduced, facilitating conjunctive keyword search
and handling negative keyword search. This scheme includes
the conversion of boolean queries to Searchable Normal Form
and supports the execution of Boolean queries. Similarly, au-
thors in [17] proposed a keyword-based searchable symmet-
ric encryption scheme that achieves sub-linear complexity for
worst-case disjunctive queries. Zhang et al. [18] developed an
efficient and dynamic private keyword search scheme called
DEPKS for inverted index–based encrypted data. This scheme
has strong security notions namely statistical plaintext privacy
and statistical predicate privacy. In [19] a searchable encryp-
tion scheme using the trapdoor permutation function (TPF) is
proposed for cloud-based IoT. In order to prevent leakage of
past query information, the notion of forward search privacy
is defined in [20]. To achieve this security goal, they developed
the hidden pointer technique and proposed an SSE scheme,
named Khons. A dynamic searchable symmetric encryption
named Eurus is designed in [21]. In this work, the linkage
among queries is hidden in order to achieve strong forward and
backward privacy. They also hide search patterns, size patterns,

and access patterns to prevent information leakage.
Motivation: The security of data-at-rest, particularly within

outdoor IIoT devices and server/storage systems, is a critical
concern in contemporary industrial settings. The susceptibility
of outdoor IIoT devices to physical theft elevates the risk of
unauthorized access to sensitive information, posing signifi-
cant threats to data confidentiality and integrity. Deployed in
remote or open environments, these devices are exposed to
heightened risks of theft and tampering, necessitating robust
measures to safeguard data integrity and privacy. To address
this challenge, storing encrypted data-at-rest in the memory
or storage of IIoT devices emerges as a potential solution.
However, efficient retrieval of encrypted data from storage
for various operations and functions remains essential. SSE
schemes offer a promising avenue to tackle this issue. Despite
recent advancements, existing SSE schemes encounter notable
limitations when handling new challenges related to efficient
search and retrieval of encrypted data, particularly in the
context of multi-user environments and two-keyword queries.
These schemes often lack a structured and secure index tailored
for efficient management of such challenges, resulting in signif-
icant complexities and performance issues. Consequently, there
is a growing demand for SSE schemes that not only ensure
robust security but also address practical challenges associated
with multi-user scenarios and complex query requirements.

Contributions. This paper has the following contributions:
• Develop MI3SE, a novel multi-user index-based SSE scheme

tailored to address the security and privacy challenges
associated with data-at-rest in outdoor IIoT devices and
server/storage systems, particularly in the event of device
theft.

• Design and implement efficient mechanisms within the SSE
scheme to enable secure and privacy-preserving search oper-
ations on encrypted data stored in IIoT devices or dedicated
servers, ensuring data confidentiality, data integrity, forward
secrecy, and backward secrecy.

• Conduct comprehensive security analyses, including formal
security analysis using the Real-Ideal paradigm and non-
mathematical security analysis, to evaluate the robustness
of the proposed SSE scheme against both passive and active
attacks, demonstrating its efficacy in real-world scenarios.

The rest of the paper is organized as follows. Section 2
discusses the needed background knowledge and Section 3
presents the proposed scheme. Section 4 provides the corre-
sponding formal proof and Section 5 discusses how the pro-
posed scheme meets the security requirements. Section 6 pro-
vides the performance evaluation and analysis of the proposed
scheme. Finally, the paper concludes in Section 7.

2 PRELIMINARIES

We define the entities acting in the proposed work along
with threat models and security requirements and goals to be
addressed.

2.1 System Model
In the IIoT environment, data generated by indoor and outdoor
IoT devices is either stored in the device’s storage or transferred
to data servers for analysis and processing. The data stored
in the IIoT devices and dedicated storage servers could be
accessed by queries from authorized users. In this study, a
data sharing system for the IIoT environment is designed
with the coexistence of some entities: Proxy Server (PXS),
indoor/outdoor IIoT Devices (ISD), Gateway (GW), and User
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IIoT devices store only encrypted data in their 
memory, without retaining any secret keys.

Establishing secure communication between the 
proxy server and the dedicated server (gateway) in 
the IIoT network utilizing the IPSec protocol.

Gateway

XDK 110

WISE-6610 LoRaWAN

SIMATIC IOT2050

Intel NUC Industrial Kit

Establishing secure and efficient 
communication using protocols such as 
CoAP and MQTT.

PUF serves as an authentication 
mechanism to ensure that only authorized 
users can access the network and the 
data stored in IIoT devices or storage 
servers.

LTE/5G communication technology is used to 
facilitate reliable and high-speed data transfer 
between users and proxy servers.

CoAP / MQTT

Key Management 
Server (KMS)

Figure 1: The proposed network architecture.

(U) as un-trusted entities as well as Key Management Server
(KMS) as secure and fully trusted entity. The designed system
model is depicted in Figure 1.

In this model, the user initiates communication with the
ISDs to access required services and retrieve data. This in-
volves establishing a connection to the PXSs using available
access technologies such as LTE/5G. Initially, PXSs authenticate
the user before enabling secure communication with ISDs.
In this work, user authentication is verified using a Physical
Unclonable Function (PUF) mechanism along with the user
ID, password (PWD), and/or fingerprint [22]. However, it is
important to note that detailed exploration of PUF mechanisms
is outside the scope of this work. Subsequently, PXS evaluates
the authentication process. Upon receiving a request from an
authorized user, the PXS applies the query to the encrypted
data stored in the ISDs via the Gateway. Utilizing secure
communication through the IPSec protocol, the PXS extracts
the requested documents and sends the results back to the
user. In the network architecture, the communication between
ISDs and the Gateway is secured using protocols such as Mes-
sage Queuing Telemetry Transport (MQTT) and Constrained
Application Protocol (CoAP). These protocols ensure that data
transmitted between the ISDs and the Gateway is encrypted,
maintaining data integrity and confidentiality during transit.
Notably, ISDs only store encrypted data in their memory or
storage without retaining any secret keys. When encryption
is required, the ISD sends a request to the KMS to obtain
the necessary encryption key. This key is valid for a specified
period, such as 24 hours, after which a new encryption key
must be used. The validity period can vary for each device,
depending on its security sensitivity. This ensures that even if a
key is compromised, the potential damage is limited to a short
time frame, enhancing the overall security of the system. The
periodic rotation of encryption keys also helps in mitigating
the risk of long-term key exposure and strengthens the de-
fense against potential attacks. The KMS is responsible for the
generation, storage, distribution, and lifecycle management of
encryption keys, ensuring that keys are kept secure and only
accessible to authorized entities. This setup guarantees that
even if an ISD is compromised, the data remains protected and
inaccessible without the appropriate encryption keys, which are
securely managed by the KMS.

2.2 Security Requirements

Our scheme aims to achieve the following primary objectives,
guided by our analysis of the security and privacy challenges
inherent in IIoT devices, as discussed in Section 1:

• Data Confidentiality: Ensuring that adversaries cannot ex-
tract any information from the transmitted or stored data,
thus maintaining its confidentiality.

• Data Integrity: This ensures that data remains accurate, con-
sistent, and unchanged throughout its entire duration, safe-
guarding against unauthorized modifications or corruption.

• Authentication: This process verifies the identity of users, de-
vices, or entities attempting to access the system or resources,
ensuring that only authorized entities gain entry.

• Access Control: This regulates and restricts access to re-
sources based on predefined rules and policies, determining
who can access specific resources and what actions they can
perform, thus preventing unauthorized access and maintain-
ing confidentiality.

• Privacy-Preserving Queries on Encrypted Data: Preventing
adversaries from discerning the queries or inferring under-
lying data based on these queries, except for the access and
query patterns.

• Forward Secrecy: It ensures that if an encryption key used
to encrypt data collected by a device is compromised, previ-
ously encrypted data remains secure and cannot be decrypted
by the attacker. Each set of data collected within a specific
period is encrypted with a unique key, so past data remains
protected even if the current key is exposed.

• Backward Secrecy: It ensures that if an encryption key is
compromised, future data collected and encrypted by the the
device remains secure. New encryption keys are generated
for data collected after the compromise, ensuring that the
attacker cannot decrypt data collected in the future even if
they possess the old key.

2.3 Threat Model
In our threat model, we primarily consider two major security
concerns: physical compromise and query pattern analysis.
• Physical Compromise: Physical compromise and the poten-

tial loss of complete device memory are significant threats
in the context of publicly deployed IIoT devices. Attackers
may gain physical access to these devices, allowing them
to extract and analyze the entire memory content. This can
lead to the exposure of sensitive data and encryption keys,
undermining the security of the stored information. Publicly
deployed devices, especially those in remote or unsecured
locations, are particularly vulnerable to such attacks.

• Query Pattern Analysis: Another significant threat is the
analysis of query patterns to infer sensitive information or
gain insights into user behavior. Λ may monitor and an-
alyze the queries made to the IIoT system, attempting to
deduce valuable information about the nature of the data
being accessed, user preferences, or operational patterns. By
exploiting query pattern analysis, attackers can potentially
compromise data privacy and security, posing a significant
risk to the confidentiality and integrity of the IIoT system.

3 A SEARCHABLE SYMMETRIC ENCRYPTION SCHEME

An SSE scheme is a cryptographic technique that enables ef-
ficient searching and retrieval of encrypted data while main-
taining its confidentiality [23]. It allows users to securely
search over encrypted data without needing to decrypt it first.
SSE schemes typically involve generating encrypted indices or
searchable data structures that facilitate efficient search opera-
tions while preserving the privacy of the underlying data. A
specific use case for SSE scheme in in IIoT is securing the data
collected by IIoT devices during predictive maintenance oper-
ations. SSE scheme can encrypt the sensor data stored in IIoT
devices, ensuring its confidentiality and integrity. Authorized
users can then securely access and analyze the encrypted data
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Table 1: Definition of Notations in MI3SE

Notation Description
PXS Proxy server
ISD IIoT device
U User
h Secure one-way hash function
s System private key
λ Security parameter
Γ Sequence of encrypted indexes
X Sequence of encrypted keyword-index pairs
Ts Search token
Is Ciphertext’s identifier
SN Sequences of sensor nodes
D,C Set of documents, and encrypted documents
WD Set of keywords related to documents in D
WP A set of keyword-index pair (w, ρ)
(w, ρ) w refers to keyword and ρ is the index list
k A secret key
kd A document encryption key
kw A keyword encryption keys.
xq An encrypted keyword-index pair
hwq It refers to encrypted wq

hρq It is the encrypted index list ρq

to identify potential equipment issues without compromising
its security. This ensures that sensitive operational data remains
protected, even in the event of device theft or unauthorized
access.

In this study, we developed our SSE scheme called ”MI3SE”.
This scheme initiates the searchable encryption scheme on data-
at-rest in IIoT devices. MI3SE involves generating search tokens
from the encrypted data and using them as queries sent to the
IIoT devices or data server. The IIoT devices or data server,
in turn, can search the encrypted data using these tokens and
retrieve the relevant encrypted documents. The definitions and
notations used throughout the paper are defined in Table 1.

3.1 MI3SE: Proposed SSE Scheme
The outdoor IoT devices within the IIoT network are prone
to security threats, particularly theft, which puts the stored
data in these devices at risk of unauthorized access. More-
over, the proxy servers are semi-trusted entities and they can
thus potentially be compromised by different adversaries. An
approach to cope with this concern is to encrypt measured
or sensed data prior to uploading it to the storage. However,
the encryption of the data can potentially impact its usability,
particularly in terms of conducting searches on the ciphertext.
To address this issue, we propose a multi-user index-based
and secure searchable symmetric encryption scheme based on
the two-keyword query in the computing environment. MI3SE
is deployed within an architectural framework comprising U
as the user, PXS as the proxy server, and ISD as the IIoT
device. In this setup, an authorized user can transmit a request
along with the token generated by PXS and GW to the ISD.
Subsequently, the ISD performs a search operation over the
encrypted data stored and provides the relevant encrypted
documents in response.

Considering SN = {sn1, sn2, · · · , snn} and WU =
{w1, w2, · · · , wm} be respectively sequences of n sensor nodes
and a set of keywords related to all devices. Let D =
{d1, d2, · · · , dn} be a set of documents where each document
dq with a unique identifier IDq is a sequence of words from
WU . It is important to note that the documents in this context
are not limited to text files, but can encompass any type of
data, provided that there exists an efficient algorithm that can
associate each keyword with a corresponding document from
the set of documents D.

Figure 2: Keyword-index pair and related list.

Figure 3: Intersection of two sets.

Let WD = {w1, w2, · · · , wk} where WD ⊂ WU is a set
of most important keywords related to the documents in D.
Also, consider WP = {(w1, ρ1), (w2, ρ2), · · · , (wk, ρk)} as a set
of keyword-index pair (w, ρ) wherein w refers to keyword
and ρ is the index list Lw. For each keyword wf ∈ WD , we
have a sequence of encrypted documents’ identifiers Lwf =
{∗, hID2 , hID3 , ∗, · · · , hIDs , ∗} where i.e., IDs is the identifier of
document ds that contains the keyword wf and ∗ is dummy
identifier. As we can see in Figure 2, it is assumed that each
keyword has a list including n corresponding identifiers where
n = |SN |. If the number of identifiers related to the keyword is
less than n, we assign a dummy identifier to the keyword. We
note that dummy identifiers do not represent any meaningful
identifier. By this way, the differentiation in the number of
keywords would not help an adversary to predict the under-
lying device. This provides privacy-preserving property and
improves the security.

Given two keywords ws = {ws1, ws2}, since our scheme is
a two-keyword query, we represent Dws ⊂ D as a sequence
of documents that contains both keywords ws1 and ws2. As
shown in Figure 3, by applying the set operation intersection,
Lws1∩ws2 takes only the encrypted document identifiers that
are in both Lws1 and Lws2 . In other words, Lws1∩ws2 keeps
encrypted identifiers of documents that are in Dws .

Moreover, if C = {c1, c2, . . . , cn} is a set of encrypted
documents, then Cws ⊂ C refers to the ciphertexts that are
encryptions of the documents in Dws . The encrypted docu-
ments C along with the encrypted index Γ will be uploaded
to the server storage. Besides, the encrypted WP will be stored
in the storage device located at the gateway. Given a pair of
value

(
WP, (wq,1 ∧ wq,2))

)
, our scheme returns the encrypted

identifiers of documents that contain both keywords.
In a scenario, to retrieve a specific document stored in the

storage of an IIoT device Devj , the user Ui submits a request
along with a pair of keywords ws = {ws1, ws2} to a proxy
server located between the user and Devj . Then, proxy server
executes a query over encrypted keywords and returns a
token search Ts as output. Next, proxy server sends the token
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User Proxy
 Server

IIOT 
Device

Req: {𝑤𝑠1, 𝑤𝑠2}

𝑇𝑠 ←Query {𝑤𝑠1, 𝑤𝑠2}

If user is authorized,  

then send Req: {𝑇𝑠}

𝐷𝑠 ←Query {𝑇𝑠}

Rep: {𝐷𝑠}

If user is not authorized, 

Reject Req: {𝑤𝑠1, 𝑤𝑠2𝑠}

Rep: {𝐷𝑠}

Gateway

Forward Req: {𝑇𝑠}

Rep: {𝐷𝑠}

Figure 4: The process of retrieving a document from a device
by a user via proxy server.

search Ts using a request to the proper Devj via GW. Finally,
Devj returns a ciphertext related to the Ts after performing a
query on encrypted documents (see Figure 4). Note that each
user, based on access level, has a set of specific keywords and
he/she can send request only on the allowable keywords. A
device ignores requests that contain unallowable keywords.
The access level will be set by the proxy server and it depends
on the role of the user in the system. This leads to an increase in
the security strength of the proposed scheme. In the following,
we define our scheme.

Definition 1: We define MI3SE consisting of
the following phases. This scheme contains six
Probabilistic Polynomial-Time (PPT) algorithms
MI3SE=(KeyGen,EncDoc,EncKey,SearchTokenGen,Query,Dec)
such that:

• K← KeyGen(1λ): It inputs λ as security parameter and outputs
K = (k, kd, kw) where k is a secret key, kd and kw are respectively
document and keyword encryption keys.

• (Γ,C)← EncDoc (K,D): It takes the secret key K and a sequence
of documents D. The output is a sequence of encrypted indexes
Γ related to documents and ciphertext C.

• X ← EncKey(K,WP): It inputs the secret key K and a set
of keyword-index pair WP, and returns X = {x1, x2, · · · , xk}
where xq =

(
hwq , hρq

)
is an encrypted keyword-index pair, hwq

refers to encrypted wq and hρq is the encrypted index list ρq .
• Ts ← SearchTokenGen (X, hws1 ∧ hws2): Given the encrypted

keyword-index pair in X and two encrypted keywords hws1 and
hws2 , it returns a token Ts. The output can be a sequence of
indexes related to the corresponding documents.

• Is ← Query(Γ,C,Ts): It takes as input encrypted index Γ,
ciphertext C, and search token Ts and returns as output an
identifier Is.

• d ← Dec(K, c): It takes the secret key K and a ciphertext c as
inputs and returns a document d as output.

4 FORMAL PROOF

In this section, we formally prove the proposed scheme,
MI3SE, is secure under the Real-Ideal paradigm. The real-
ideal paradigm is a methodological approach that used to
analyse the security of a scheme by comparing its behavior in
the real world (real-world execution) with its behavior in an
idealized, hypothetical scenario where certain ideal conditions
are assumed [24].

4.1 MI3SE Analysis Using Real-Ideal Model

Here, we prove MI3SE security under the Real-Ideal paradigm.
An SSE scheme is true if the query always returns the correct
set of indices that are being searched for. Given the adversary
Λ and a stateful simulator S, two probabilistic games RealΛ(λ)
and IdealΛ,S(λ) are defined:

RealΛ(λ): A challenger calls KeyGen(1λ) to generate key K,
and on the other hand adversary Λ outputs both D and WP
and receives (Γ,C) and X such that (Γ,C) ← EncDocK(D)
and X ← EncKeyK(WP) from the challenger. The adversary
makes a polynomial number of adaptive queries {w1 ∧ w2,T, d}
and for each query q, receives either a search token τs such that
τs ∈ Ts ← SearchTokenGenX(hw1 ∧ hw2), an identifier γd such that
γd ∈ Id ← QueryΓ,C(T) from the challenger. Finally, Λ returns a
bit b that is output by the experiment.

IdealΛ,S(λ): Adversary Λ outputs D. Given L1(K,WP), S
generates a sequence of keyword-index pair X and sends it to Λ.
The adversary makes a polynomial number of adaptive queries
q ∈ {w1 ∧ w2,K,WP,Γ, C, Ts} and, for each query q, the simulator
is given either L2 (hws1 ∧ hws2), or L3(Γ,C,Ts). The simulator
S returns an appropriate token τ∗

s and an identifier γ∗
d . Finally, Λ

returns a bit b that is output by the experiment.

Given the allowable leakage profile LMI3SE = (L1,L2,L3), the
MI3SE scheme is LMI3SE − secure against adaptive chosen-
keyword attacks if for all PPT adversaries Λ and a negligible
function negl(λ), there exists a stateful simulator S such that

|Pr [RealΛ(λ) = 1]− Pr [IdealΛ,S(λ) = 1]| ≤ negl(λ)

Theorem 2. MI3SE, denoted as Ξ =
(KeyGen,EncDoc,EncKey,SearchTokenGen,Query,Dec) achieves
LMI3SE − secure against adaptive chosen-keyword attacks in the
random oracle model if MI3SE=(Enc,Gen,Dec) is CPA-secure and if
H is the pseudo-random function.

Proof 2. We establish the security of our scheme by ensuring
that an adversary Λ is incapable of distinguishing between the
real execution of the scheme and a simulated one, as per the
construction of the simulator S.

L1(K,WP): In the case of keyword encryption, S can simulate
an encrypted keyword by choosing a fixed size random string,
since hwi in the real execution is a pseudo-random string.
Similarly, the encrypted index hρi is also a pseudo-random
string and as a result, the simulation can be conducted in the
same manner. Recall that we assume each keyword has a list
consisting of related documents’ identifiers. To mitigate the
risk of an adversary learning the keyword-based solely on
differences in the number of corresponding documents, we
ensure that the number of elements in each list is equal. In
this case, S can simulate the list Lw related to each keyword
since encrypted documents’ identifiers, as elements of the
list, are a pseudo-random string. In terms of encrypted
document simulation by S, since every document consists of
keywords and corresponding values and given keywords are a
pseudo-random string, S simulates the document by choosing
the keywords randomly. Since S is capable of simulating the
encrypted keywords and indexes, an ideal execution of the
keyword-index encryption scheme can be distinguished from
other executions with only a negligible probability.
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Let MI3SE be a multi-user index-based and private-key encryption scheme contains PPT algorithms and λ as security parameter.  The MI3SE is IND-CPA if for all PPT adversary 

𝜦, 𝐴𝑑𝑣MI3SE,𝜦
𝑖𝑛𝑑−𝑐𝑝𝑎(𝜆) = |Pr [𝜦𝐾←𝐾𝑒𝑦𝐺𝑒𝑛(1

𝜆),   𝑐←𝐸𝑛𝑐𝐷𝑜𝑐(𝐾,𝑑) = 1] − Pr [𝜦 𝑐
    𝑅   
←   {0,1}∗ = 1]| is negligible. Also, consider 𝐻: {0,1}𝜆 × {0,1}∗ → {0,1}𝜆 be the pseudo-random 

function. A function 𝐻 is pseudo-random if for all PPT adversary 𝜦, 𝐴𝑑𝑣𝐻,𝜦
𝑝𝑟𝑓(𝜆) = |Pr [𝜦𝐻(𝐾,   .),   𝐾

   𝑅  
←  {0,1}𝜆 = 1] − Pr [𝜦 𝑔(.),   𝑔

    𝑅   
←   𝐻 = 1]| is negligible. Let MI3SE =

(KeyGen, EncDoc, EncKey, SearchTokenGen,Query, Dec) be our construction with six PPT algorithms as follows: 

 

K ← 𝐊𝐞𝐲𝐆𝐞𝐧(1λ): 

• Generate randomly a keyword encryption key 𝑘𝑤, document decryption key 𝑘𝑑, encryption key between GW and FEN 𝑘𝑔𝑓, encryption key between U and FEN 𝑘𝑢𝑓 

• Set 𝐾 = (𝑘𝑤, 𝑘𝑑 , 𝑘𝑔𝑓 , 𝑘𝑢𝑓) 

(Γ, C) ← 𝐄𝐧𝐜𝐃𝐨𝐜(K, D): 

• For each document 𝑑𝑖, compute the corresponding encrypted document as 𝑐𝑖 = Enc(𝑘𝑑 , 𝑑𝑖, 𝑟𝑖), where 𝑟𝑖 is a pseudo-random nonce. 

• Set  𝐶 = {𝑐1, 𝑐2, … , 𝑐𝑛} 

• Set  Γ = {𝛾1, 𝛾2, … , 𝛾𝑛} where 𝛾𝑖 = ℎ𝐼𝐷𝑖 ∥ 𝑟𝑖. 

Χ ← 𝐄𝐧𝐜𝐊𝐞𝐲(K,WP): 

• For each keyword-index pair (𝑤𝑖, 𝜌𝑖) ∈ 𝑊𝑃, compute the corresponding encrypted 𝜒𝑖 = (ℎ𝑤𝑖
, ℎ𝜌𝑖) where ℎ𝑤𝑖

= 𝐻(𝑘𝑤 ∥ 𝑤𝑖) and ℎ𝜌𝑖 = 𝐻(𝑘𝑤 ∥ 𝜌𝑖). 

• Set  𝛸 = {𝑥1, 𝑥2, … , 𝑥𝑘}. 

Τs ← 𝐒𝐞𝐚𝐫𝐜𝐡𝐓𝐨𝐤𝐞𝐧𝐆𝐞𝐧(Χ, hws1
∧ hws2

): 

• Extract the indexes ℎ𝜌𝑠1 and ℎ𝜌𝑠2 related to ℎ𝑤𝑠1
 and  ℎ𝑤𝑠2

 from 𝛸. 

• Extract 𝐿𝑠1 and 𝐿𝑠2 related to the ℎ𝜌𝑠1 and ℎ𝜌𝑠2, respectively. 

• Compute 𝐿𝑠1⋀𝑠2 = 𝐿𝑠1 ∩ 𝐿𝑠2  using the conjunctive operation. 

• Compute 𝜏𝑖 = 𝐿𝑠1⋀𝑠2[𝑖] ∥ 𝑟𝑖. 

• Set  𝛵𝑠 = {𝜏1, 𝜏2, … , 𝜏𝑛} and returns 𝛵𝑠. 

Ιs ← 𝐐𝐮𝐞𝐫𝐲(Γ, C, 𝛵𝑠): 

• If 𝜏𝑖 ∈ 𝛵𝑠 is a member in 𝛤 , retrieves the 𝛾𝑗  related to 𝜏𝑖. 

• Set  Ιs as a sequence of indexes of the related ciphertexts. 

d ← 𝐃𝐞𝐜(K, c): 

• Decrypt ciphertext c𝑖. 

 

Figure 5: Construction of MI3SE scheme.

L2(hws1 ∧ hws2): In the search token generation, the scheme
discloses two encrypted keywords. In order to simulate the
search token generation, the simulator S makes a list of search
tokens. Once S receives a request for token generation, it checks
whether this token has been generated previously or not. If
yes, S retrieves the matching token from the list, otherwise, it
selects a search token randomly from one of the tokens and
returns it to the user and in addition adds new token to the list.

L3(Γ,C,Ts): The scheme discloses the query tuple (Γ,C,Ts)
in the case of a query. The tuple consists of a sequence
of encrypted indexes, ciphertexts, and a search token. The
simulator S initializes a list to simulate the query results,
which stores the index of the ciphertext and the corresponding
matching query. This allows the simulator S to simulate
previous queries. When a new query is received, S checks
whether the same query has already been made or not. If so, S
returns to the user after retrieving the matched query from the
list. Otherwise, S returns a ciphertext by choosing an encrypted
index randomly from one of the encrypted indexes. Finally,
this query along with the query’s output will be inserted into
the list.

Based on the previous statement, it becomes evident that
an adversary gains knowledge of the leakage profile when it
successfully accesses both the stored encrypted keyword-index
pair and the encrypted query. In addition, the indexes and the
keywords, as well as the encrypted documents kept in the
device storage, don’t permit this information to be accessed
by an adversary by understanding the underlying keywords
unless the profile leaks. Furthermore, our SSE ensures that such
attacks from proxy servers are not carried out since it is a
randomly encrypted index. In the case of predict privacy [18],
as the security notion of randomized SSE schemes, our scheme
guarantees the privacy of a user’s search pattern since it uses
randomly generated tokens.

5 DISCUSSION

This section discusses how MI3SE fulfils the security require-
ments discussed in Section 2.2. Also, Comparison with the
proposed work and related works in the IIoT environment is
provided [10], [25], and [26].

Table 2 provides a comparison of the security and functional
features between our scheme and other relevant schemes. In the
table, entry denotes that the scheme fulfills the corresponding
requirement, while indicates that the scheme does not meet
the desired objective. As illustrated in this table, MI3SE and
[10] support user authentication, and formal security proof
features. The MI3SE and [10], [25], [26] resist data modification
attacks. Besides, the formal security proof is not supported in
the schemes [10]. The MI3SE and the schemes in [10], [26],
under privacy-query and data-at-rest provide data privacy. The
aforementioned comparison reveals that our scheme satisfies all
of the security requirements, whereas the benchmark schemes
only fulfill a subset of the security requirements and as a result,
our proposed solution outperforms other schemes in terms of
functionality features and security.

5.1 Data Confidentiality

MI3SE ensures data confidentiality through robust encryption
mechanisms. All data stored in IIoT devices and server/storage
systems is encrypted using strong algorithms, such as AES and
HARPOCRATES. The choice of encryption algorithm depends
on specific security requirements and the deployment envi-
ronment. While both HARPOCRATES and AES are designed
for data encryption and decryption, HARPOCRATES offers a
more dynamic and potentially secure approach with its key-
driven substitution mechanisms and novel structural design.
Conversely, AES is a well-established and widely implemented
cipher, supported by extensive analysis and optimization across
various platforms. Regardless of the encryption algorithm used,
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Table 2: Comparison of security and functional features.

Security Attributes [10] [25] [26] MI3SE
Data Confidentiality
Data Integrity
Authentication
Access Control
Privacy-Preserving Query
Forward and Backward Secrecy

MI3SE ensures that the secret keys for encryption and decryp-
tion are never stored in the memory of IIoT devices. Instead,
these keys are securely managed and kept separate from the
devices utilizing KMS. By securely managing and separating
the keys, the encryption process becomes robust, and only en-
crypted data is stored on the devices. Since the encryption keys
are dynamically retrieved from the secure environment during
the encryption and decryption processes, this method provides
a strong safeguard. Even if the devices are physically stolen or
compromised, the data stored on them remains protected and
inaccessible to unauthorized parties, ensuring that encrypted
data cannot be decrypted without authorization. Therefore,
access to the encrypted data is restricted to authenticated
users, and unauthorized access attempts are prevented through
authentication mechanisms such as biometric verification and
user credentials. By implementing these security measures,
MI3SE effectively safeguards the confidentiality of data-at-rest,
mitigating the risk of unauthorized access and data breaches.

5.2 Data Integrity
MI3SE ensures the integrity of encrypted data throughout its
lifecycle using robust cryptographic mechanisms that prevent
unauthorized modification or tampering. Any attempt to alter
the encrypted data results in data corruption, thereby preserv-
ing its integrity. Additionally, each ISD regularly sends a copy
of the encrypted data to the proxy server via the gateway. This
periodic transmission ensures that even if a device is physically
compromised, the data remains accessible and secure at the
proxy server. By maintaining a backup of encrypted data at
the proxy server, MI3SE provides redundancy and enhances
security, making it difficult for attackers to access or tamper
with sensitive information stored in the ISDs.

5.3 Authentication
MI3SE employs robust authentication mechanisms to verify the
identity of users before granting them access to encrypted data.
This ensures that only authorized users with the proper creden-
tials or biometric information can access sensitive information
stored in IIoT devices and server/storage systems.

5.4 Access Control
MI3SE enforces strict access control policies to regulate access
to encrypted data based on user privileges and permissions.
Authorized users are granted access to specific data based
on their roles and permissions, while unauthorized users are
denied access. This helps prevent unauthorized access and
ensures that sensitive data is only accessible to authorized
personnel.

5.5 Encrypted Data: Privacy-Preserving Queries
MI3SE ensures privacy-preserving queries on encrypted data
through its innovative design and cryptographic techniques.
The scheme allows users to perform queries on encrypted

data stored in IIoT devices and server/storage systems without
compromising the confidentiality of the underlying data. This
is achieved through the use of secure search token generation
and query processing mechanisms. When a user initiates a
query, MI3SE generates a secure search token based on the
query keywords provided by the user. This search token is
used to securely search the encrypted data without revealing
any sensitive information about the query or the underlying
data. The search token is designed to preserve the privacy of
the query, ensuring that only authorized users can access the
search results. Additionally, MI3SE employs advanced cryp-
tographic techniques such as homomorphic encryption and
secure multiparty computation to perform query processing on
encrypted data. These techniques enable the scheme to execute
complex queries on encrypted data without decrypting it first,
further enhancing the privacy and security of the query process.
By enabling privacy-preserving queries on encrypted data,
MI3SE ensures that sensitive information remains protected
from unauthorized access or disclosure, while still allowing
authorized users to retrieve relevant data for analysis and
decision-making purposes. This capability is crucial for main-
taining the confidentiality of data-at-rest in IIoT environments
and safeguarding against potential privacy breaches

5.6 Forward Secrecy
MI3SE achieves forward secrecy by ensuring that encryption
keys used for data encryption are dynamically generated and
have a limited lifespan. When encryption is required, the ISDs
send a request to the KMS to obtain a unique encryption key
that is valid for a specified period, such as 24 hours. After
this period, the encryption key is discarded, and a new key
is requested for any subsequent encryption processes. This ap-
proach ensures that even if an encryption key is compromised,
only the data encrypted during its validity period is at risk. All
previously encrypted data remains secure, as past encryption
keys are not stored and cannot be used to decrypt older data.
This key management strategy effectively prevents attackers
from decrypting historical data, thereby maintaining forward
secrecy. However, frequent key rotation may add to both the
computational and communication overhead. To address this
challenge, an adaptive key management strategy is proposed,
where the key rotation period is dynamically adjusted based on
the sensitivity of the data and its access patterns. For example,
less sensitive or infrequently accessed data may use a longer
key rotation period, thereby reducing the overhead without
compromising security. Through these measures, MI3SE strikes
a balance between robust security and operational efficiency,
ensuring that the benefits of forward secrecy are realized with-
out imposing excessive burdens on the system’s performance.

5.7 Backward Secrecy
MI3SE ensures backward secrecy by regularly updating the en-
cryption keys and not reusing old keys for new data encryption.
After the encryption key’s validity period expires, a new key
is generated and used for subsequent data encryption. This
means that even if a current encryption key is compromised,
future data remains secure because it will be encrypted with
a new, uncompromised key. The KMS manages the lifecycle
of encryption keys, ensuring that keys are securely generated,
distributed, and retired. By preventing the reuse of old keys
and ensuring that new data is always encrypted with fresh
keys, MI3SE effectively safeguards future data against any
compromise of previous encryption keys, thereby maintaining
backward secrecy.
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6 PERFORMANCE EVALUATION AND ANALYSIS

To evaluate the performance and security of the proposed
MI3SE scheme, we conducted extensive simulations using
a carefully configured and robust environment. The MI3SE
scheme was implemented on the Java platform, utilizing the
JPBC library version Pbc-05.14 for cryptographic operations
and the Java Cryptography Extension (JCE) library for encryp-
tion and decryption functionalities. These simulations were
performed on a Windows 11 system with a 13th Gen Intel
Core i7-13700H processor and 16 GB of memory. The simu-
lation environment was designed to closely mimic real-world
scenarios, allowing for comprehensive testing of MI3SE under
various conditions, including different network configurations,
data sizes, and user behaviors. A key aspect of our simulation
involved the use of the Enron Email Dataset [26], a real-world
dataset that provides a rich source of text-based data, making
it ideal for simulating scenarios related to SSE schemes. The
Enron Email Dataset, which consists of email communications
from Enron Corporation employees, is commonly employed in
research for tasks such as information retrieval, text classifi-
cation, and sentiment analysis. By leveraging this dataset, we
were able to simulate realistic use cases and thoroughly assess
the performance and security of MI3SE in practical settings.
Through these detailed simulations, we demonstrate the ca-
pability of MI3SE to handle real-world challenges effectively
while maintaining robust security standards.

6.1 MI3SE Evaluation

In this evaluation, we analyze MI3SE with respect to its space
and time complexity, search time efficiency, and False Positive
Rate (FPR). These metrics provide insights into the performance
and effectiveness of the MI3SE scheme in securely searching
encrypted data while maintaining low computational overhead
and minimizing false positive results.

6.1.1 Space Complexity
In terms of the storage burden metric, MI3SE incurs addi-
tional storage requirements compared to traditional schemes
that search on ciphertext rather than plaintext. In MI3SE, we
maintain a list of all keywords that are encrypted, and for each
keyword, there is a corresponding list that keeps track of the
presence of that keyword in each document. Let Nk denote the
number of unique keywords in the dataset, and Nd represent
the total number of documents. Mathematically, the storage
burden can be expressed as the sum of the storage required
for storing encrypted keywords and the storage required for
maintaining the document lists for each keyword. This can be
represented as:

StorageBurden = Nk×SPCk+Nk×SPCp+Nd×SPCid (1)

where SPCk, SPCp, and SPCid represent the storage required
for storing encrypted keywords, pointers, and document identi-
fiers, respectively. This additional storage overhead is necessary
for enabling efficient keyword-based searches on encrypted
data while maintaining data confidentiality and ensuring ac-
curate search results.

6.1.2 Time Complexity
In Our SSE scheme, two PPT algorithms SearchTokenGen and
Query are used to fetch the requested documents from the cor-
responding server storage. In this scheme, the SearchTokenGen
algorithm is based on the query keywords. This algorithm
returns the token related to the query encrypted keywords sent

Table 3: Comparison of Search and Communication Complexity

Scheme Search Complexity Communication Complexity
[21] O(|WD|2 Log2 |D|) O(max {|Is| , |WD|}+ |D|)
[27] O(|WP|) O(λ)

[28] O(|WD| Log |WD|) O(|WD|2)
[29] O(|Is| Log2 |WP|) O(|Is| Log2 |WP|)

MI3SE O(|WD|+ |D|) O(|ws|+ |Ts|+ |Ds|)

by users. The time complexity of SearchTokenGen algorithm
is O(|WD| + |D|) where |WD| and |D| refer to the number
of total keywords and documents, respectively. It means this
algorithm is linear in both the number of total keywords and
documents. This algorithm is also influenced by the number
of query keywords created by the user. In this algorithm, the
number of query keywords has a slight impact on computation
time whereas the impact of this value on communication time
is slightly more obvious. The space storage consumption is
also influenced by this value such that increasing the number
of query keywords leads to increasing space consumption.
Therefore, it needs to adjust an adequate value for the number
of query keywords.

The Query algorithm searches the encrypted documents
related to the index/indexes in the generated token and returns
the corresponding documents. The search complexity of the
Query algorithm is O(|D|). It indicates that this algorithm is
linear in the number of encrypted documents. This algorithm is
also slightly influenced by the number of indexes in the token
and the number of indexes is completely related to the number
of query keywords. We can say the Query algorithm is influ-
enced by the number of query keywords, like SearchTokenGen
algorithm. Due to the logical AND operator employed in the
SearchTokenGen algorithm, increasing the number of query
keywords can lead to decreasing the number of indexes in
the token, and vice versa. Table 3 provides a comparison with
prior research works in terms of search and communication
complexity. However, in the Query algorithm, the main goal is
the accuracy of obtained documents as output. Here, we show
the impact of the number of query keywords on the accuracy
of our scheme. To this end, we evaluate our scheme under the
different number of encrypted query keywords. The accuracy
metric quantifies the proportion of accurate findings in relation
to the total number of findings. The following equation is
employed to calculate the overall accuracy.

Accuracy =
TP + TN

TP + TN + FP + FN

where TP and TN refer to the number of documents properly
fetched as related and unrelated documents whereas FP and
FN are respectively the numbers of documents incorrectly
fetched as related and unrelated documents.

As shown in Figure 6, the multi-keyword search is more
practical and accurate than the single-keyword search. In con-
trast, deploying the multi-keyword search will significantly
increase the computation cost. Considering three factors com-
putation time, communication time, and space storage con-
sumption, in order to balance efficiency, we adopted the two-
query keyword for our SSE scheme.

6.1.3 Search Time
In our evaluation, we examined the influence of varying num-
bers of keywords, ranging from 1 to 4, as well as the number
of documents in the dataset, ranging from 1000 to 10000, on the
search time. This comprehensive analysis allowed us to assess
how changes in both the complexity of search queries and the
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(a) Single-keyword search
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Figure 6: Comparison the accuracy for our SSE scheme under different number of query keyword search = 1,2,3, and 4, when the
number of documents n = 10000 and total keywords |WD|= 1500.

Figure 7: The process of retrieving a document from a device
by a user via proxy server.

size of the dataset affect the overall search performance. By
systematically varying these parameters, we gained valuable
insights into the scalability and efficiency of MI3SE under
different search scenarios. As expected, the search time tends
to increase as the number of documents in the dataset grows.
Figure 7 illustrates this trend, where we observe a consistent
rise in search time as the dataset size expands. Additionally,
our analysis reveals that an increase in the number of keywords
also correlates with higher search times. For instance, when
considering a dataset containing 10000 documents, the search
times for 1, 2, 3, and 4 keywords are recorded at 0.53 ms,
0.54 ms, 0.61 ms, and 0.68 ms, respectively. This observation
underscores the impact of query complexity on search perfor-
mance, highlighting the need for efficient indexing and retrieval
mechanisms to handle larger datasets and more intricate search
queries effectively.

As we can see in Figure 6 and Figure 7, while using a single
keyword may lead to quicker search times, however it sacrifices
accuracy. By incorporating two or more keywords, although the
search time may increase slightly, the accuracy improves signifi-
cantly. Therefore, considering both factors, MI3SE demonstrates
optimal performance with two keywords. This balanced ap-
proach ensures efficient searches without compromising result
accuracy, making MI3SE well-suited for practical applications
where both speed and precision are essential.
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Figure 8: The Rate of Success of Unauthorized Users in Retriev-
ing Documents.

6.1.4 False Positive Rate (FPR)

Figure 8 shows FPR across different schemes (MI3SE, [10],
[25], and [26]), MI3SE exhibits a lower FPR compared to the
other schemes, indicating its superior ability to minimize pre-
vent unauthorized access attempts. A lower FPR suggests that
MI3SE is more effective at accurately distinguishing between
authorized and unauthorized access attempts. This is crucial
for maintaining the security and integrity of data stored in
IIoT devices, as a high FPR can result in unnecessary restric-
tions on legitimate users or an increased risk of unauthorized
access. MI3SE achieves this lower FPR through its advanced
security mechanisms and robust design. Unlike [10], [25], and
[26], MI3SE utilizes a multi-user index-based security approach
combined with a two-keyword query mechanism, enhancing
its ability to accurately authenticate users and prevent false
positives. This ensures that only authorized users are granted
access to sensitive data, while unauthorized access attempts are
effectively blocked. Furthermore, MI3SE’s architecture and im-
plementation are optimized to minimize false positives without
compromising on security or performance. Its efficient handling
of access requests and data retrieval operations contributes to
its lower FPR, making it a reliable solution for securing data
in IIoT environments. In summary, the lower FPR exhibited by
MI3SE in Figure 8 its superiority in accurately identifying and
preventing unauthorized access attempts, thereby ensuring the
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confidentiality and integrity of data stored in IIoT devices.

7 CONCLUSION

In conclusion, we have presented a secure searchable symmet-
ric encryption scheme, ”MI3SE,” which effectively addresses
the security and privacy concerns associated with data ex-
changed among entities and stored in the outdoor IIoT devices
and dedicated storage servers. The proposed SSE scheme,
MI3SE, is built upon a two-keyword query approach. This
scheme keeps secure and private, data-at-rest, the data stored
in the device’s storage. It has been proved that MI3SE is
secure and robust against various security threats even if the
device is physically stolen. Furthermore, we have compared
our scheme with some benchmarks in terms of accuracy, and
search time and the obtained results indicated the superiority
of MI3SE. As a future plan, we are going to improve our work
by integrating a trust model to this work. The trust model
guarantees the trustworthiness and reliability of data measured
by indoor/outdoor smart IoT devices.
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