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Abstract— Big Data security using encryption algorithms has 
become imperative due to the increased reliance on the volume, 
velocity, veracity, and value of data that organizations require to 
manage business processes, information sharing, and 
vulnerabilities that can be exploited. VPN tunneling ensures the 
confidentiality of data transmission over the network and remains 
secure from unauthorized parties.  Big Data security within a VPN 
environment using RSA encryption to secure the data traversing 
between the established VPN tunnel. However, recent attacks on 
Big Data such as Man-in-the-middle, Evil twin attacks, DNS cache 
poisoning, phishing, injection, and DoS attacks, among others, have 
impacted greatly on organizations, leading to financial losses, data 
breaches, reputational damage, litigation issues, and trust. This 
paper explores how Big Data Security uses the RSA Algorithms in 
the VPN environment to establish secure tunneling and enhance 
security. The contribution of this paper is threefold. The foremost 
objective is to explore existing literature and state of the art to 
identify and analyze the prevalent Big Data challenges, threats, 
risks, and vulnerabilities that can compromise Big Data. In 
addition, we would compare encryption algorithms, such as AES, 
RSA, and DES, to determine secure features and relevance during 
data transmission in a VPN environment. Furthermore, we 
implement a VPN tunnel and encrypt the end-to-end network 
infrastructure for configuration and to secure the data traversing 
the network. Finally, we recommend security mechanisms to 
improve Big Data security in a VPN environment. The results 
highlight issues of improper data storage, inadequate 
authentication, and insufficient data protection mechanisms; it also 
discusses examples of Big Data security challenges and how RSA 
encryption could improve security on the VPN. 

Keywords—Big Data Security, Encryptions, VPN, RSA, Cyber 
Security 

I. INTRODUCTION  
Big Data security has become crucial for businesses and 

organizations due to Big Data’s 10 V’s, which comprise 
visualization, velocity, variety, variability, volume, 
vulnerability, validity, volatility, veracity, and value [1] in 
information storage and retrieval. Companies such as Google, 
Amazon, Walmart, Sainsbury, and NHS, among others, use Big 
Data to acquire new information and improve existing 
processes.  The popularity of Big Data systems has led to various 
attacks, such as DNS Spoofing, evil-twin attacks, Man-in-the-
middle (MITM), phishing, denial-of-service (DoS), and 
injection attacks [2][3]. 

Regarding Big Data, [4] described it as networked, linked, 
and traceable data via the Internet and accompanying mobile 
technologies. The advent of Big Data not only presents the 

opportunity to collect more data but also raises privacy and 
security concerns [5], making it challenging to analyze such data 
with typical statistical analysis software. The authenticity and 
authorization of Big Data have grown difficult, owing to threat 
actors leveraging weaknesses in VPN setups, which results in 
various attacks. VPN tunnel provides a service that hides real 
traffic and can be used to establish a secure channel for 
communication. It establishes an SSL-protected channel 
between the client and the server; the established VPN tunnel is 
where all internet activities occur [6]. Fig. 1 depicts VPN tunnel 
configurations and how cyberattacks could exploit 
vulnerabilities and deploy attacks such as DoS, MITM, and DNS 
attacks. 
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Fig. 1. VPN Virtual Client and Server Set-Up 

Recent attacks on Big Data have impacted organizations, 
leading to financial losses, DoS, false narratives, and 
predictions. The issues of improper data storage, inadequate 
authentication, and insufficient data protection mechanisms are 
examples of Big Data security challenges. Thus, a VPN tunnel 
is necessary to secure information that traverses the network.  
The advantage of Big Data security using encryption algorithms 
is that its approaches can help combat cyber threats and ensure 
incident management [7]. The VPN SSL network guarantees the 
confidentiality of data transmission and ensures they remain 
secure from unauthorized parties [8].  

Big Data challenges and the main characteristics of its 
vulnerabilities have increased recently in volume, velocity, 
value, veracity, and variety, often referred to as the 3Vs or 5Vs 
[9] to 10Vs  as in Fig. 2 [1]. The volume considers the magnitude 
of the data, as Big Data sizes are captured and reported in 



terabytes and petabytes. Big data usage is a technological 
advancement that permits the use of structured, semi-structured, 
and unstructured data. Hence, Variety in Big Data refers to the 
structural heterogeneity in a dataset [9]; it involves the 
difference in sources and data types. Velocity considers how fast 
the data is produced and its processing time. However, the value 
is considered to be the usefulness of the information [10].  

 

Fig. 2. Big Data 10 V’s and Challenges 

VPN tunnel provides access control that permits users to 
access a private network between two entities over the Internet. 
VPN tunneling involves encrypting the communication channel 
between systems in the VPN environment using TLS/SSL 
encryption protocols, among others. However, recent attacks on 
Big Data, such as MITM, Evil twin attacks, DNS cache 
poisoning, phishing, injection, and DoS attacks, and others 
[2][3], have impacted organizations greatly, leading to financial 
losses, data breaches, reputational damage, litigation, and trust 
issues. 

This paper explores how Big Data Security uses RSA 
Algorithms in the VPN environment to establish secure 
tunneling and enhance security. The contribution of this paper is 
threefold. The foremost objective is to explore existing literature 
and state of the art to identify and analyze the prevalent Big Data 
challenges, threats, risks, and vulnerabilities that can 
compromise data. Further, we compare encryption algorithms 
such as AES, RSA, and DES to determine secure features and 
relevance during data transmission in a VPN environment. 
Furthermore, we implement a VPN tunnel and encrypt the end-
to-end network infrastructure for configuration to secure the 
data traversing the network. Finally, we recommend security 
mechanisms to improve Big Data security in a VPN 
environment. The results highlight issues of improper data 
storage, inadequate authentication, and insufficient data 
protection mechanisms. In addition, we will also discuss 
examples of Big Data security challenges and how RSA 
encryption could improve security on the VPN.  

II. RELATED WORKS 
This section discusses the state-of-the-art Big Data and 

related works, as well as the existing encryption approaches 
such as AES, RSA, and DES algorithms, which are used during 

VPN tunneling, to identify existing challenges and limitations 
with Big Data security.  

Regarding cryptography algorithms, Patil et al. [11] carried 
out a comprehensive evaluation of cryptographic algorithms, 
including DES, 3DES, AES, RSA, and Blowfish, to determine 
the best-suited algorithm for a given function due to the 
variability with the cryptographic algorithms. The authors 
described the RSA as an asymmetric encryption algorithm 
involving two different keys; the public key is used for 
encryption, and the secret key is used for decryption. 
Additionally, AES and DES algorithms use symmetric 
encryption algorithms on a single private key for encryption and 
decryption. However, the work did not consider VPN secure 
communication channels using encryption.  

Yu [12] analyzed Big Data threats in computer networks and 
recommended firewalls and DMZ for security strategies. 
However, the author did not consider it from the perspective of 
VPN security. Tian and Jiang [13] explored the application of 
Big Data in information security by highlighting data leaks and 
using an algorithm to calculate data flow in a network. Goel. et 
al. [14] reviewed Big Data privacy and security challenges by 
highlighting issues of the Vs in managing data, infrastructure 
security, Hadoop security, privacy, and integrity. However, the 
work did not address encryption issues in VPNs.  Qureshi [15] 
conducted a comparative study on recent trends to secure Big 
Data and its security challenges. They proposed security 
management tools such as Hadoop security. However, the work 
did not consider privacy issues during data transition and using 
VPN. Hussain et al. [16] analyzed the application of Big Data 
based on network security and Intelligence by reviewing the 
various technology applications. However, the work did not 
consider VPN security issues. [17] highlighted challenges and 
issues of Big Data, including data capture, storage, searching, 
sharing, analysis, and visualization in huge sizes (terabytes and 
petabytes) and various data types (structured, semi-structured, 
and unstructured data) [9].  Big Data security challenges are 
vast. [7] posit that one of the disadvantages of Big Data is the 
need to utilize the latest technologies that are not mature enough 
for a comprehensive test against cyberattacks. Consequently, 
attackers are using sophisticated tools to deploy various attacks, 
such as MITM and distributed denial of service (DDoS), to 
infiltrate, exfiltrate, manipulate data, and penetrate the network 
due to the popularity and value of Big Data. These attack 
patterns come in various forms and are mostly conducted by 
generating a request for the software service. They are most 
often accomplished by utilizing a network's weakness [18].  

Regarding authentication and encryption algorithms, [19] 
investigated the performance of the authentication and 
encryption algorithms in IPsec-based Mobile VPN (MVPNs) 
and its impact on the quality of MVPN design implementation 
by running C++ code and compiling them with Microsoft Visual 
Studio. The results show that hash-based message authentication 
code (MD5) - HMAC(MD5) outperformed AES encryption. 
However, the test was not extended to RSA and Blowfish 
algorithms. Tillah et al. [8] explored using VPN SSL to secure 
data transmission between the access control module and the 
database server to prevent MITM and data theft attacks by 
implementing IPsec and SSL protocol on OpenVPN for 
configuration. The results show that the use of two encryption 
algorithms secures the values in layers, making it difficult to 



exploit the encrypted variables. We discuss key concepts 
including the encryption algorithm RSA and TLS/SSL. 

A. RSA (Rivest, Shamir, Adleman)  
The function of the RSA is to ensure integrity, 

confidentiality, authentication, and nonrepudiation of data [20]. 
RSA deals with public and private keys for encrypting and 
decrypting. The process involves Key generation, where the 
public and private keys are created. Encryption, where plain text 
is converted to cipher text. Decryption is the reverse of 
encryption as it involves reversing the cipher text to the original 
text. RSA should be utilized with a high number of bits to 
maintain its security. Recent developments in RSA have 
heightened the threats as adversaries constantly try to crack the 
encryption, so the highest number of bits possible is 
recommended to ensure that the RSA implementation is not 
tampered with. We chose the RSA encryption algorithm since 
RSA provides better key exchange, digital signatures, and PKI 
relevant for Big Data transition in VPN. 

B.  TLS / SSL Protocols 
TLS and SSL are security protocols that provide an 

encrypted link between a browser and a web server, ensuring 
that the transmitted data between the two connections remains 
secure and private [21]. TLS establishes confidentiality by 
blocking all access to the actual content of the transmitted 
message between the two ends of the medium. TLS verifies 
integrity through the detection of tampered data within the 
channel. TLS authenticates at least one end of the channel to 
avoid implementing a protected channel with an attacker [22].  
On the other hand, SSL VPN provides end-to-end encryption 
(E2EE) between the VPN server and the VPN client, making it 
difficult for anyone to sniff the packets or intercept the data [21].  

Overall, the existing literature considered various encryption 
algorithms for network access controls and VPNs. However, the 
works did not consider the role of Big Data security in the VPN 
environment. Thus, it gives us the rationale to implement RSA 
encryption within VPN tunneling to secure Big Data. 

III. APPROACH 
This section presents an overview of the approach used for 

the paper, with a primary focus on assessing the security 
implementation using the RSA algorithm on a VPN tunnel and 
analyzing the attacks on Big Data.  Our approach considers 
using the RSA encryption algorithm on the VPN to understand 
the attack pattern in order to address cybersecurity issues on the 
VPN tunneling. The paper uses a qualitative approach by 
implementing attack methods to identify vulnerabilities through 
the VPN tunneling implementation threat landscape.  

Our approach aims to identify the threats and attacks that can 
be deployed to compromise Big Data security. The initial step 
involves setting up four virtual machines (VMs) using Virtual 
Box for the experimental technique. We installed an Ubuntu 
Linux environment to perform various activities and test the 
effectiveness of our approach by running the RSA algorithm in 
a C programming language and using the OpenSSL library to 
monitor the time it takes to generate the prime numbers and 
formulate the private and public key pairs. Fig. 3 shows how we 
set up a VPN tunnel in a network work environment by creating 
three clients and a server and configuring them to establish a 
secure connection using an RSA encryption mechanism. 

Further, we set up a secure VPN tunnel between the server and 
the clients. Then, we established a TCP connection between the 
server and a client using the RSA encryption mechanism to 
encrypt messages that pass through the VPN. Finally, we discuss 
Big Data security using RSA encryption and VPN. As illustrated 
in Fig. 1, VPN tunneling attacks, some of which are DoS, 
MITM, and DNS spoofing attacks, can be deployed on the 
network. DoS is a cyber-attack committed on a specific network 
or server to disrupt normal operations [18]. MITM attack occurs 
through the interception of traffic traversing along two users 
[23]. It occurs when a device that contains essential data is 
compromised. DNS Spoofing/ DNS Cache Poisoning is the term 
used when an adversary manipulates the IP entries in the DNS 
server to enable the client to bypass the authentic website and 
reroute to the threat actor's fraudulent one.  

This paper demonstrates the DNS Cache poisoning attack in 
operation and the measures that can be taken to prevent such 
attacks in VPN tunneling. 

IV. IMPLEMENTATION 
We conducted the following tasks for the implementation: 

setting up the VPN tunnel between the server and the client, 
establishing communication between the server and the internal 
and external clients, and using a Firewall to block specific ports 
from the machines.  

A. Set Up Four Virtual Machines (VMs)  
Using Virtual Box software, we set up four virtual machines 

(VMs) and connected them to the same local area network 
(LAN). Among the four VMs, three were configured as clients, 
namely PubClient-U, PubClient-S, and PrtClient-V. The fourth 
virtual machine (VM) was configured as the VPN server.   

 
Fig. 3. Virtual machine network configuration 

To enable the server to function as a gateway rather than a 
host like the clients, we initiated a command sudo sysctl 
net.ipv4.ip_forward=1. [24] that enabled IP forwarding, as 
demonstrated in Fig. 4. 

   
Fig. 4. Enabling IP forwarding for the Server to function as a Gateway. 

B. Code Generation for the Encryption 
When establishing a VPN tunnel, the machines must be able 

to communicate with each other. We set up this tunnel by 



utilizing the tun/tap interface, an enabling technology for the 
TLS/SSL VPN [22]. Tun/tap interfaces are virtual network 
interfaces used to create virtual instances of physical 
connections; their primary function is to pass data from one host 
to another [25]. The TUN is an essential entity within the tun/tap 
interface. TUN is an acronym for the word tunnel. It is an 
alternative to a physical port whose role is to send/receive 
packages through a cable [26].  

Subsequently, we created a server and a client program 
where we initiated the TUN device and server configuration. We 
connected the machines using sockets and established a secure 
VPN tunnel.  The server and the client program were made 
executable using their respective commands -sudo ./vpnclient 
and sudo ./vpnserver. This resulted in creating the tun0 tunnel 
interface, which was activated by assigning an IP address to 
tun0, as illustrated in Fig. 5, leading to the establishment of the 
socket connection between the two devices.   

 
Fig. 5. The client establishes a connection with the TUN interface 

C. Test the UDP connection with the firewall.  
After successfully setting up the socket connection and 

initiating the TUN processes, we created a firewall rule to accept 
all connections from the specified port number. This was done 
by inputting the following command sudo ufw allow 55555/udp 
to the terminal to update the firewall table for the VPN server 
and client VM.  After configuring the firewall rule, the port 
becomes visible and open for connection, making it easy for the 
client and server to communicate.  

This UDP socket connection is quick and easy to set up, but 
it has a vulnerability that makes it susceptible to threat actors. 
We migrated from the UDP socket connection to protect the data 
that traverses between the client and the server. We utilized the 
TLS and TCP approach to establish a secure connection.  

D. Establishing a secure connection with TLS and RSA:  
Before integrating the protocol into our program, the first 

task to be completed is creating or using an existing certificate 
authority (CA). The CA is an essential entity whose function is 
to establish the integrity of a server. Due to the non-existence of 
an existing CA, we created a new CA for this research using the 
OpenSSL library. The next task involved generating the RSA 
public and private key pair for the root CA and the intermediate 
CA; the intermediate CA will then issue an x509 certificate, 
which will be deployed to our web server to establish an HTTPS 
connection. The final step involved generating a certificate 
signing request (CSR) by requesting a certificate and passing the 
key pair as a parameter. Upon receiving the public key 
certificate signed and issued by the root CA, the certificate is 
then deployed to a web server. The firewall table was then 
updated, and a rule was set up to allow connections to port 443. 
Once the CA was established and the keys were generated with 
RSA, we executed a TLS socket program and tested the 
connection, which worked successfully. The only drawback is 
the manual creation of the CA, which led to numerous warnings 

from the browser that the root CA was not authorized due to the 
manual insertion of the root CA into the browser-trusted 
certificate for experimental purposes and to test our connection.  

V. RESULTS AND DISCUSSIONS 
The paper has discussed several challenges and issues that 

impact Big Data security, including attacks deployed in the VPN 
environment to exploit vulnerabilities. Du [22] states that public 
key cryptography is the foundation for secure communication. 
Thus, discussing the various encryption algorithms, such as 
RSA, AES and DES as well as their implementation issues 
during secure tunneling in this paper was essential. [17] states 
that confidentiality and integrity must be achieved to secure a 
tunnel; using the TLS, a transport layer protocol. Hence, we 
utilized TLS which is built on top of TCP, a more secure 
protocol for the network. 

In our solution, to evaluate the weaknesses of the existing 
encryption algorithm and the VPN configuration, we used a Big 
Data application -Google, to test our solution, where we 
discovered two principal vulnerabilities: DNS spoofing and 
MITM.  We identified the vulnerabilities by acting as a threat 
actor and manipulated the DNS entries, as seen in Fig. 6. We set 
Google’s IP address to 8.8.8.8 as the IP addresses are dynamic, 
and change from time to time, as highlighted in Fig. 7.  

Fig. 6 shows how we manipulated the DNS configuration file 
by manually inserting the IP address and the hostname into the 
/etc/hosts file, and made the changes by logging in as a root user. 

 
Fig. 6. Manipulated DNS entries, inserting a new IP address 

The dig command tool in Linux can be used to retrieve 
information about a domain. Fig. 7 shows how we use the dig 
google.com command to check Google’s IP address to realize its 
dynamic state when we simulate the attack process of deploying 
DNS spoofing. Showing the IP address as 172.217.169.14. 

 

Fig. 7.  Google's dynamic IP address -1 



To complete the experiment, we imported the CA as we had 
done for the TLS within the VPN tunnel. Then, we modified the 
/etc/host file and inserted the static IP address. We executed the 
command to gain access to Google’s website but were 
redirected. Hence, we demonstrate how an attacker can initiate 
a DNS spoofing attack or a DNS cache poisoning attack, be it 
an insider attacker or any threat actor.  

For testing purposes, we manually edited the /etc/hosts file, 
which could lead to an MITM attack as the potential adversary 
may manipulate the user’s DNS cache by switching the IP 
address of a legitimate server to that of the adversary to commit 
an MITM attack.  

To address and prevent this vulnerability, we included the 
hostname check in the client program as recommended by [22] 
to ensure that the address on the certificate matches the client 
address; this was implemented by updating the program and 
including the hostname check. Thus, Fig 8 shows re-execution 
of the program denies the manipulated entry and demands a 
valid certificate for the hostname. 
 

 
Fig. 8. Image illustrating connection failure when DNS cache poisoning. 

For testing purposes, we manually modified our clients' and 
servers' local DNS files to simulate the attack. The DNS contains 
a list of IP addresses and domain names that allow the system to 
locate and communicate with each other. The threat of DNS 
cache poisoning or DNS spoofing is a challenge within the VPN 
tunnel that weakens Big Data security. DNS spoofing attacks 
occur when an adversary intends to deceive the user by 
providing a fraudulent IP address to victims and tricking them 
into communicating with an unintended machine [22].  

Our research findings clearly demonstrate that our measures 
have successfully reduced the impact of the vulnerability on our 
system. We will now discuss the proposed solution. 

A. Proposed Solutions 
Implementing RSA algorithms in the virtual private network 

environment to improve data security and privacy has become 

essential due to the constant challenges and changes in the 10Vs 
of Big Data, including the vagueness, venue, vocabulary, and 
semantics of Big Data, among others. These challenges 
regarding the size of Big Data, inaccuracies, heterogeneity, 
dynamics, speed of generating Big Data, and invalidities have 
brought with them vulnerabilities that are being exploited by 
cybercriminals. The use of RSA encryption in securing Big Data 
during data transition is critical considering the structured, semi-
structured, and unstructured data in the heterogeneity of the 
dataset [6] [18]. Thus, using RSA encryption in VPN tunneling 
has become necessary for securing information that flows across 
a network to ensure confidentiality to authorized users.  

B. Big Data Security and Privacy 
Factors impacting Big Data security and privacy include key 

management, data encryption, quantum cryptography, data 
anonymization, access control and authentications, firewall 
configuration mechanisms, and secure VPN tunnels. Table 1 
addresses some security recommendations to improve VPN and 
Big Data security.  

Our results demonstrated that implementing RSA encryption 
is effective in securing both a VPN tunnel and a Big Data system 
to improve security.  

VI. CONCLUSION 
The paper has explored Big Data security challenges, 

vulnerabilities, and attacks that are being deployed to exploit the 
VPN network. We have discussed the state of the art and 
encryption algorithms that are being used in the VPN 
environment. We have discussed some of the existing threats 
and attacks that can compromise Big Data security while 
utilizing protocols and RSA encryption mechanisms to establish 
secure communication.  We implemented the VPN tunnel, 
which was used to determine the vulnerabilities when Big Data 
is traversing the network. We have recommended a practical 
approach to securing Big Data using the RSA encryption 
algorithm and control mechanisms to secure communication, as 
discussed in Table 1. The results have highlighted how the issues 
of improper data storage, inadequate authentication, insufficient 
data protection mechanisms, and challenges of Big Data could 
impact network systems and how RSA encryption could 
improve the security of VPN tunnels. Table 2 discusses the 
various encryption algorithms and their secure features. 

Future work will consider secure VPN tunneling in Quantum 
computing to improve Big Data security.  

TABLE I.  VPN AND BIG DATA SECURITY RECOMMENDATIONS 

Big Data 
Security 

Attack Control Mechanisms 

Access Control Session Hijacking attack on network connections to obtain 
IP for DoS attack 

Apply Secure VPN and RSA encryption algorithm to conceal IPs and DNS 
address leaks. 

Authentication Attack on user password credentials Implements Multifactor Authentication, digital certificates, and a strong 
password policy 

Data Encryption Exploit encryption keys during key exchange. Apply strong encryption algorithms such as RSA and tokenization to protect 
privacy and sensitive data.  

VPN Tunnel 
Security 

Exploit SMTP, HTTP, and FTP protocols between 
networks to intercept communication. 

Apply appropriate OpenVPN and IPSec protocols to encrypt data in transit. 
Use key management to provide confidentiality and integrity.   

Data 
Anonymization 

Data De-anonymization attacks by Intercepting networks 
and manipulating big data to generate false narratives.   

Apply masking and anonymization techniques to protect data from inferences 
and dictionary attacks. 



Socket End 
Points  

Attack the socket programming and the API functions that 
connect processes and applications for the sender and 

receive data to inject false data.   

Apply sanitization to validate input. Use TLS for website encryption and 
integrity checks. Use IDS/IPS to monitor traffic and for session management.  

Firewalls Exploit firewall misconfigurations on webservers    Employ expertise to implement appropriate firewall configurations such as 
DFI, application-level gateway firewall, NGFW 

 
TABLE 2. Secure Features and Relevance of Encryption Algorithms 

 
Encryption 
Algorithm 

RSA (Rivest-Shamir-Adleman) AES (Advanced 
Encryption Standard) 

DES (Data 
Encryption 
Standard) 

ECC (Elliptic Curve Cryptography) 

Secure 
Features 

Asymmetric encryption: Utilizes 
public and private key pairs for secure 
communication and digital signatures.  

Symmetric encryption: 
Requires secure key 

exchange as it shares key 
for encryption and 

decryption with 128, 192, 
and 256-bit key lengths. 

Symmetric 
encryption: Shares 
key for encryption 
and decryption and 
56-bit key length.  

 

Asymmetric encryption: Elliptic curves in 
mathematics are used for key generation and 

to establish secure connections. 

Relevance Strong security, efficiency, and fast 
encryption and decryption, RSA 

provides better key exchange, digital 
signatures, and public key 

cryptography that is relevant for Big 
Data transition in VPN.  

AES provides strong 
security, efficiency, and 

fast encryption and 
decryption but does not 

perform well in Big Data 
transition in VPN.  

Deprecated, Small 
key size, 

vulnerable to 
cyber-attacks in a 

network 
environment.  

ECC has the potential to provide efficient and 
strong security algorithms for the future. 
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