
 

Journal of  Industrial Engineering and Management 

JIEM, 2013 – 6(1):50-72 – Online ISSN: 2013-0953 – Print ISSN: 2013-8423 

http://dx.doi.org/10.3926/jiem.661 

 

 
- 50 - 

 

A design of evaluation method for SaaS in cloud computing 

Chekfoung Tan1, Kecheng Liu1,2, Lily Sun3 

1Informatics Research Centre, University of Reading (United Kingdom) 

2School of Information Management and Engineering, Shanghai University of Finance and Economics (China) 

3School of Systems Engineering, University of Reading (United Kingdom) 

c.f.tan@pgr.reading.ac.uk, k.liu@henley.reading.ac.uk, lily.sun@reading.ac.uk 

 

Received September 2012 

Accepted February 2013 

 

Abstract:  

Purpose: This paper aims to design an evaluation method that enables an organization to 

assess its current IT landscape and provide readiness assessment prior to Software as a Service 

(SaaS) adoption.   

Design/methodology/approach: The research employs a mixed of quantitative and 

qualitative approaches for conducting an IT application assessment. Quantitative data such as 

end user’s feedback on the IT applications contribute to the technical impact on efficiency and 

productivity. Qualitative data such as business domain, business services and IT application 

cost drivers are used to determine the business value of the IT applications in an organization.   

Findings: The assessment of IT applications leads to decisions on suitability of each IT 

application that can be migrated to cloud environment.   

Research limitations/implications: The evaluation of how a particular IT application 

impacts on a business service is done based on the logical interpretation. Data mining method 

is suggested in order to derive the patterns of the IT application capabilities.  

Practical implications: This method has been applied in a local council in UK. This helps the 

council to decide the future status of the IT applications for cost saving purpose. 
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Originality/value: The proposed method has gauge various factors including the 

organizational, business, IT, SaaS assessment, risk assessment prior to SaaS adoption. SaaS 

providers and consumers hence can have a better understanding on the SaaS adoption from the 

top level. 

Keywords: Cloud Computing, Software as a Service, Application Portfolio Management, Application 

Rationalization, SaaS Risk Assessment 

 

1. Introduction  

IT cost saving has always been a major issue within organizations. Report shows that in most 

organizations, more than 75% of the annual IT budget is spent on the cost for operating and 

managing applications (Oracle, 2009). However, it is vague to identify whether or not those 

applications are really deriving business values to the organization. This leads to the IT 

application redundancy issue where similar IT applications produce similar functionalities in 

business. One way to disentangle this issue is through application rationalization. Gartner 

research shows that CIOs are finding an average of 20% immediate cost savings within 12 

months of implementation along with improved IT value positioning through the combination 

of application rationalization effort (Oracle, 2009). Software as a Service (SaaS), one of the 

cloud computing service models, is one of the potential options for adding to the cost saving 

initiative, when the rationalized applications are migrated to the cloud.  

SaaS is delivered over the internet without consumers needing to physically install the 

software in their infrastructure. It has been estimated that the market for SaaS is growing at 

50% per year (Choudhary, 2007). There are 70% of the companies are currently using cloud 

based services and plans to adopt more SaaS services by moving additional application to the 

cloud where IT cost saving as the key motivation (Mimecast, 2010). The savings are realized 

through the omission of any upfront investment in software license and infrastructure costs as 

the charges are incurred on a pay per usage basis. In addition, SaaS has shorter 

implementation time of SaaS and lower failure risk compared to the conventional enterprise 

software implementation. However, despite the cost benefits which are attractive for SaaS 

consumers, there are still concerns on deploying SaaS. These concerns are meeting technical 

requirements, security, ease of integration and functionality (Gartner, 2009). 

This research aims to design a decision making methodology for adopting SaaS. The 

methodology first assesses the existing IT applications, follows by analyzing the impact of 

SaaS implementation to the overall IT application landscape of the organization by establishing 

the SaaS assessment which involves risk analysis prior to adoption. This contribution of this 
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research is in developing a mechanism for SaaS implementation that aligns with the business 

and IT strategy of an organization where IT cost saving as a core objective.  

The paper is structured as follows: Section 2 discusses the related work in IT applications 

rationalization and risk analysis prior to SaaS implementation. Section 3 justifies the research 

design. Section 4 demonstrates the evaluation method with its set of techniques in practice 

through a local council in the UK. Section 5 discusses the critical evaluation of the proposed 

methods and section 6 draws a conclusion for this research.  

2. Related Work 

The Centre for the Protection of National Infrastructure describes cloud computing as a 

scalable package of IT services which are usually provided by a third party that owns the 

infrastructure (Deloitte, 2010). Cloud consumers access the services over a network on a 

leased basis. Cloud computing adoption decisions are always challenging due to various 

concerns such as cost, confidentiality and control (Khajeh-Hosseini, Greenwood, Smith, & 

Sommerville, 2012). Therefore, it is vital to conduct SaaS assessment prior to adoption. The 

assessment should incorporate factor such as strategy, IT application evaluation, IT 

application selection which determines the IT applications to move to the cloud, risk analysis 

which includes cost benefit analysis, risk encounter and mitigation solution and post 

deployment management.   

2.1. Cloud Computing and Software as a Service 

The US National Institute of Standards and Technology (NIST) defines cloud computing with 

five attributes: on demand self-service, ubiquitous network access, location independent 

resource pooling, rapid elasticity and pay per use (NIST, 2009). Cloud computing is typically 

divided into three service offerings and four service delivery models (Deloitte, 2010). The 

three service offerings are Software as a Service (SaaS), Platform as a Service (PaaS) and 

Infrastructure as a Service. The four cloud service delivery models are public cloud, private 

cloud, hybrid cloud and community cloud.  

SaaS is a model of software deployment that allows on-demand licensing of software services 

(Carraro & Chong, 2006; Deloitte, 2010; Endrei, Ang, Arsanjani, Chua, Comte, Krogdahl et al., 

2004; Laplante, Zhang & Voas, 2008). Software is typically deployed as a hosted service and 

accessed over the internet. SaaS has several attributes which include accessibility, reliability, 

configurability, scalability, costs and standardized IT based capability. From the accessibility 

perspective, SaaS enables consistent and frequent access when required due to critical use of 

software services for end users of supported business operations. The software services can 

be accessed through a web browser and an active internet connection. From the reliability 

perspective, as the software services are running from the SaaS providers’ premises, they are 
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responsible for the security and monitoring. For example, in order to avoid any data loss, 

SaaS providers’ servers will backup customer data. From a configurability perspective, SaaS 

consumers can tailor the software service to meet their individual needs. This is a result of 

multi tenancy features of SaaS which allow multiple SaaS consumer configurations to be 

deployed on the same software service. It is an arrangement by which an organization is a 

tenant, SaaS provider’s servers are partitioned so that each organization works with a 

customized virtual application instance (Miller, 2008; Velte, Velte, & Elsenpeter, 2009). The 

implementation time of SaaS is shorter and failure risk is lower compared to the conventional 

enterprise software implementation. From the view of scalability, SaaS enables computing 

resources to be dynamically added or removed to match consumer needs. From the cost 

perspective, as SaaS is a pay per usage service, there is no upfront investment in servers and 

software licensing cost, leading to IT cost savings. From the standardized IT based capability 

perspective, SaaS is able to provide the same quality of service as existing on-site software 

vendors, such as timely deployment of critical patches. 

Gartner survey shows the most popular application categories for SaaS deployment are 

messaging (email) applications, customer relationship management (CRM) applications, 

project management applications, financial and accounting applications, sales applications, 

expense management applications, HR applications which include recruitment, employee 

portal, travelling booking system, talent management and employee performance 

management applications, supply chain management applications, logistic management 

applications, warehouse management applications, purchasing, sourcing and e-procurement 

applications, office management such as web conferencing applications, training applications 

such as e-learning portal and company web portal (Mertz, Eschinger, Pang, & Dharmasthira, 

2008). British Gas Services, the leading domestic central heating and gas appliance 

installation company in the UK, has adopted SaaS CRM and claims that the organization is 

benefiting from the SaaS solution (Saran, 2008). They have achieved cost savings as there is 

no upfront infrastructure cost, overall license cost is lower on a ‘pay per subscription’ basis, 

and the IS team is minimized as the solution is managed by the vendor. The solution only 

took four months to deploy instead of six to twelve months for a traditional solution. 

2.2. Application Portfolio Management and Application Rationalization 

Application portfolio management (APM) (Oracle, 2009) is a practice that enables 

organizations to manage their IT applications portfolio through application rationalization. This 

practice helps an organization to perform cost saving strategy through improving the IT 

applications performance efficiency. Application rationalization is the process to select IT 

applications based on business needs and prioritizing its implementation actions, to manage 

the value of both existing and proposed applications effectively, and to monitor priorities 

change and application value through continuous reviews and process adjustments in real 
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time (Oracle, 2009). These processes are suggested to be performed, i.e. 1) application 

inventory, 2) application evaluation, and 3) transformation for recommendations. 

Framework for Application Destiny Destination (FADD), an application rationalization 

framework, suggests that IT applications should be evaluated based on four principles 

(Kellerman & Löfgren, 2008). The four principles are business value, functional value, system 

quality and cost. The framework explains four ways (i.e. remove, remain, redevelop and 

replace) of dealing with the evaluated IT applications. FADD is a three-step process. Results 

are decided by a set of questionnaires. Step one decides whether an IT application should be 

remained or removed after assessing the business value of the organization. Step two 

indicates whether the IT application should be remained or changed after accessing the 

functional values and system quality of the IT applications. The last step questions the cost of 

the IT application to finally determine the changes towards the existing IT applications for 

either to be redeveloped or replaced. FADD offers a simple procedure to provide a preliminary 

skimming process of the existing IT applications in the organization. However, the mechanism 

of the framework is too simplistic and does not address some of the critical aspects in 

valuating and making decisions for the IT applications such as the risks analysis of 

implementing changes and business services analysis. 

In comparison with FADD,  Business-Consulting Framework in Figure 1 provides a set of 

techniques for conducting consulting analysis (Liu, Sun, Jambari, Michell & Chong, 2011). 

These techniques are devised to optimize the business alignment of information systems and 

IT infrastructure in an organization that leads to improve productivity while minimizing cost. It 

is developed and adapted within Cap Gemini, using principles derived from The Open Group 

Architecture Framework (TOGAF), and benefiting from Problem Articulation Method (PAM). 

PAM is one of the methods for eliciting, analyzing and specifying user requirements with 

organizational semiotics as a foundation (Stamper, 1994). Organizational semiotics is the 

study of organization using concepts and methods of semiotics (Liu, 2000). The study is based 

on the fundamental observations that all organized behavior is affected through 

communications and interpretation of signs by people. 
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Figure 1. Business-Technology Alignment Consulting Framework (Liu, et al., 2011) 

2.3. Factors to consider prior to SaaS Adoption 

There are various types of stakeholder at different levels of abstraction in cloud computing 

(Anderson & Young, 2010). In the context of SaaS, there are three types of stakeholder 

identified: SaaS infrastructure provider or known as cloud infrastructure provider, SaaS 

provider and SaaS consumer. SaaS infrastructure provider owns and manages cloud 

computing resources which include hardware, network and system software. Market players 

include Amazon, IBM and Oracle offer infrastructure support which include storage, processors 

and virtual servers. SaaS providers serve the front end SaaS consumers by offering services 

such as on-demand computing, high volume computation, utility computing, data processing 

and software services. They usually use software running on hardware-software resources 

managed by a SaaS infrastructure provider. It is possible that the SaaS infrastructure provider 

and SaaS provider are the same vendor. SaaS consumer is classified as the user who uses on-

demand computing, software services as well as utility services on the ‘pay per use’ basis. 

They usually use a web browser or other user interface software to access SaaS services via 

the internet. 

Surveys, from both Mimecast and ENISA, regarding cloud computing, show the major 

concerns with SaaS adoption are security, loss of data control, data protection and compliance 
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with government regulations (ENISA, 2009b; Mimecast, 2010). ENISA published a risk 

assessment security report to address these issues (ENISA, 2009a). It is suggested that SaaS 

consumers should consider having consumer-managed security controls such as encryption 

and identity management (Edwards, 2008). Details such as right to audit, use of physical 

security, protective monitoring, data segregation controls and vulnerability management 

processes should be included in the contract in order to secure their data in the cloud 

environment. In addition, SaaS consumers should consider the legislations which govern the 

interception and disclosure of their data for all jurisdictions in which their data are stored and 

transmitted across. SaaS consumers can consider pursuing a program of assurance activities 

on their SaaS provider to ensure contractually agreed standards are met. Showing in table 1 

are the aspects a SaaS consumer should consider before adopting a SaaS service. 

Aspects Description 

Functionality To consider whether the proposed SaaS service adequately support the current 
business model and to expect growth/reduction and change within the business 
plan 

Security To assess whether the SaaS provider demonstrates relevant security certification 
with standards such as ISO (International Organization for Standardization) 
27001 or PCI DSS (Payment Card Industry Data Security Standard) given their 
specific scope 

Availability To consider whether the SaaS service delivery can demonstrate acceptable and 
measurable uptime consistent with the expected trading operations of the 
business 

Network 
performance 

To assess whether the SaaS provider support adequate network bandwidth and 
latency to deliver acceptable performance to all users 

Resilience To assess whether the SaaS provider has multiple locations from which it stores 
data backups and resilient hardware in order to recover from incidents including 
environmental hazards such as earthquakes and flooding 

Organizational and 
financial stability / 
Due Diligence 

To assess whether the SaaS provider has proven success stories of SaaS service 
delivery 
To assess the SaaS provider’s financial position. It can be assessed by assessing 
the size of paying consumer base. It takes longer for a SaaS provider to 
establish strong revenues as the pay per use model represents a slow but 
steadily building revenue stream. 
To assess whether multiple configurations on the software services are allowed 
due to SaaS multi tenancy feature. 

Service Level 
Agreements (SLA) 

To assess whether the SaaS provider gives a comprehensive SLA which include 
specific security elements 
To assess the SaaS provider’s historical track record of achievement against this 
or similar SLAs for other customers 

Service delivery 
management 
infrastructure 

To assess whether the SaaS provider has sophisticated software in place to 
manage user provisioning, service level monitoring and reporting, incident 
tracking, versioning, server load balancing and infrastructure integrity in order to 
guarantee quality of service provided 

Status visibility To assess the SaaS provider’s ability to present service performance metrics to 
the SaaS consumer 

Corporate 
governance 

To ensure the SaaS provider is independently accredited for the location and 
data control if the SaaS consumer’s activities involve the processing of restricted 
data types, for example personal health information 

Table 1. SaaS aspects to consider before adoption (adapted from Deloitte, 2010; Edwards, 2008; 

Herbert, 2010; Wainewright, 2009) 

Anderson and Young (2010) suggest that the SaaS provider should assist the SaaS consumer 

in understanding the benefits and risks of adopting a SaaS model. It is vital that the SaaS 

provider gives detailed service breakdowns for realizing the SaaS consumer’s business targets 

and identifies the shared responsibilities of managing their application portfolios. The SaaS 
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provider should address issues such as how to help the SaaS consumer in controlling costs 

and application portfolios as well as managing changes in roles, responsibilities and 

organizational structure in their service proposal in order to assist the SaaS consumer to adopt 

and adapt to the SaaS delivery model. The SaaS provider should emphasize a life cycle 

approach for delivering SaaS services which support design, build, test, run, and optimization 

for the SaaS consumer to demonstrate their ability to support the SaaS consumer long term. 

2.4. SaaS Risk Analysis and Mitigation 

Risk Descriptions Mitigation 

Business Data lock-in 
The SaaS consumer may not able to access to data as the 
data are stored in a custom database schema designed by 
the SaaS provider. They need to ensure that ‘readymade’ 
routines are available so that they can extract their data. 
 
Application lock-in 
SaaS consumers with a large user-base may have to bear 
high change management costs when migrating to another 
SaaS provider as the end-user experience is impacted. 

Conduct due diligence and risk 
assessment 
 
Establish a contract with the SaaS 
provider which emphasizes on data 
protection and security, data 
controls and ownership, geographic 
and jurisdictional constraints of the 
service, and support to sufficient 
SLA 
 
Ensure SaaS provider addresses 
the interoperability concern 

Security Data confidentiality and integrity 
SaaS consumer’s data could be accessed by other 
consumers who are sharing the services. Hence, 
segregation controls are needed to ensure that access to 
data within the service is properly managed 
 
Data disposal 
Data are not fully deleted from data stores, backups and 
other physical media provided by the SaaS provider when 
decommissioning the SaaS service. 
 
Privileged user access 
The SaaS provider usually has unlimited access to 
consumer data, therefore, there is a need to establish 
controls in authorizing user access to certain consumer 
data 

Conduct security risk assessment 
 
Enable data encryption if the data 
must be kept confidential from the 
SaaS provider  
 
Ensure that there are proper 
controls from the SaaS provider for 
data segregation between SaaS 
consumers 
 
Ensure there is a secure deletion of 
data 

 

Resilience Service may be unavailable if there is failures in the data 
center which hosts the service 

Establish the IT disaster recovery 
plan or business continuity plan to 
ensure service is back online within 
an acceptable time 

Performance Service may be disrupted by network performance. For 
example, losing a network connection can imply financial 
loss and possible reputation damage to an organization 

Consider the use of hosting local 
fallback services in the event of an 
extended period of network access 
loss 

Regulation 
and 
legislation 

The laws and regulations on cloud computing in general 
lead to legal uncertainties for the SaaS consumer 
 
Organizations have to consider meeting standards or 
regulatory requirement such as Payment Card Industry 
Data Security Standard (PCIDSS), Sarbanes-Oxley (SOX) 
and Gramm-Leach-Bliley (GLBA) 

Increase level of due diligence with 
the SaaS provider 

Organizational 
change 

The SaaS implementation may lead to business operation 
changes. There may be changes in the roles and 
responsibilities of technical. Staff retraining may be 
required 

Establish a change management 
steering committee and provide 
effective communication 

Table 2. SaaS aspects to consider before adoption (adapted from Brodkin, 2008; Deloitte, 2010; ENISA, 

2009a; Finch, 2008; Spinola, 2009) 

The purpose of conducting risk analysis is to implement necessary controls in SaaS 

implementation and to document management due diligence to ensure that sufficient support 
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is provided for an organization and to meet their objectives (Peltier, 2004). The main 

deliverables of risk analysis are identifying threats, determining the probability of threat 

occurrence, establishing controls so that the risk can be reduced to an acceptable level. A cost 

benefit analysis is suggested after the controls are identified in order to determine the 

resources allocated and cost impact of their implementation. The cost benefit analysis shall 

include cost of SaaS implementation, allocating resources in supporting the SaaS service after 

implementation and to provide training to end user in using the newly implemented SaaS 

service. On the other hand, risk mitigation is a systematic methodology in order to reduce risk 

(Peltier, 2004). The common methods are risk assumption, risk alleviation, risk avoidance, risk 

limitation, risk planning and risk transference. Showing in Table 2 is the summary of major 

risks and mitigation methods for SaaS implementation. 

3. Research Methodology 

The aim of this project is to remove redundant IT applications by looking into the SaaS option 

in order to align with the council’s IT cost saving strategy. In order to ensure that the SaaS 

adoption is bringing business value to an organization, the top down approach is applied in 

this research and can be summarized in four stages. In stage one, the council’s current IT 

landscape is examined in order to grasp the views on how IT applications support the business 

process. This includes the study on the organization’s business goals, business strategies and 

the value of business services and IT applications. In stage two, the application rationalization 

process will be conducted. The aim of this process is to select the applications based on 

business needs and help the decision makers to make appropriate adjustments. In stage three 

SaaS readiness will be evaluated, this involves a risk assessment of potential applications that 

can be moved to the cloud and the cost impact of the transition. This is to ensure that the 

transition achieves the cost saving objectives. In stage four, a roadmap for SaaS will be 

derived. On the nature of the research work, a mixed quantitative and qualitative approaches 

has been adopted  in the design of the research (Creswell & Clark, 2007). A data source was 

chosen for this ‘Application Rationalization’ project from a local UK council. 

Data were collected in four main areas which are business domain at organizational level, such 

as business and IT strategy, business services information, IT application information including 

the IT infrastructure, supplier and cost and information services. These data are used for 

measuring the business value of IT applications. A questionnaire was implemented in order to 

gather the users’ feedback on their perceived value of the IT application in supporting their 

day-to-day jobs in the council. The users are required to rate each IT application’s attributes 

on a scale of 0-5 in the questionnaire. The results were computed based on the assessment 

aspects in Table 3 and rating criteria in Table 4. 

 



Journal of Industrial Engineering and Management – http://dx.doi.org/10.3926/jiem.661 

 

 
- 59 -  

 

Attribute Description 

Functionality This application has all the features and functions that I need to do my job  

Performance This application runs sufficiently fast so I’m never left waiting for it to finish what I 
asked it to do 

Reliability This application never crashes, hangs or goes to sleep, so I never have to restart it 

Interoperability This application shares data with other applications so I never have to enter the 
same data into this one in addition to another application 

Ease of Use This application is easy to learn, intuitive and doesn't ask me to do things in a 
difficult manner 

Criticality I absolutely cannot do my job without this application 

Data Quality Information provided by the application is accurate and up-to-date 

Collateral All the required supporting documentation (user guides, help manuals) is readily 
available to me and of good quality 

Training All the training I need for this application is available to me 

Table 3. Attributes description  

Attribute 0 1 2 3 4 5 

Functionality Not 
applicable 

Strongly 
disagree 

Disagree Neither 
agree or 
disagree 

Agree Strongly 
agree 

Table 4. Rating criteria description 

The qualitative data from written or oral formulations were collected through in depth 

interview are conducted in order to collect business domain, business services and IT 

application cost information. Such technique allowed the project to enrich data being collected 

from both individuals and groups (Easterby-Smith, Thorpe, & Lowe, 2002). Ten IT managers 

were interviewed for this purpose. A few finance staffs were also interviewed in order to 

summon the financial data of the IT applications. This is intended to gather the annual costs 

associated with each application used by the council. Figure 2 shows the IT application cost 

break down. The cost data collected will then be analyzed and used to help in the process of 

suggesting changes to the current application portfolio.   

 

Figure 2. Application Financial Questionnaire 

The collected information on business domain, business services and IT applications serves as 

the input for this research. The collected data are then simulated in the case tool as illustrated 

in section 4.1 and eventually recommends which IT application that could opt in the SaaS 

Application Name Annual 

support/service 

charges

Charging basis Annual training 

charges

Annual 

consulting 

charges

Cost notes Committed 

until

Sw ift

ACOLNET

ONE (EMS)

Business Objects

Car Leasing

CHRIS (Trent) Bus Objs

Crystal Reports

Discoverer

eNurseries

EPAS

eStart

GL Wand

Infomaker

Mosaic Profiler (Under 

development)Paradox

PKHD



Journal of Industrial Engineering and Management – http://dx.doi.org/10.3926/jiem.661 

 

 
- 60 -  

 

option. There are two stages of simulation. The first stage of simulation determines if changes 

should be made to an IT application by comparing the business criticality (BC) and IT 

application value (ITAV). This is to ensure that a particular IT application is evaluated based 

on its contributions to a business service. 

Attribute Description 

IT Application 

Name 

The name of the IT application  

Current Cost Total spending (annually) in this application 

SaaS Deployment 

Cost 

Estimated cost for SaaS deployment including risk mitigation implementation cost 

SaaS General 

Assessment (with 

descriptions) 

The SaaS general assessment attributes that returns ‘1’ for ‘Yes’ and ‘0’ for ‘No’ 

1. Accessibility: I am happy to access this application everywhere such as web browser or mobile 

2. Functionality: Changes made on the application functionality will not affect me to do my job 

3. Reliability: The SaaS service is liable for the security and monitoring issues 
4. Configurability: The SaaS service can be tailored to meet the user's needs. 

5. Scalability: The optimization of application resources including locking, network connection and database 

management is important for me  

6. Availability: I am happy if the SaaS service delivery can demonstrate acceptable and measurable uptime 

consistent with the expected trading operations of the business 

7. Standardize IT capability: I am concerned that by moving this application to cloud and it is capable to 

provide the same quality of service as existing on-site software vendors, such as timely deployment of critical 

patches. 

8. Service Delivery Management: I want to know about what is the sophisticated software in place to manage 

user provisioning, service level monitoring and reporting, incident tracking, versioning, server load balancing 
and to host other infrastructure concerns in order to guarantee quality of service provided 

9. SLA: SLA regarding the service is important for me 

10. Status Visibility: I want to have visibility on the service performance 

SaaS Risk 

Assessment (with 

descriptions) 

The standard SaaS risk assessment attributes that returns ‘1’ for ‘Pass’ and ‘0’ for ‘Fail’.  

 

Business risks: 

1. Data lock in (business risk): Ensure that a ‘readymade’ data routine is available so that they can extract 

their data. 

2. Application lock in (business risk): Ensure users are not locked in the application especially those large 

user base application 

 
Security risks: 

1. Data confidentiality & Integrity: Ensure that there is segregation control which encryption is available for 

all stages, and that these encryption scheme were designed and tested by experienced professionals 

2. Data disposal: Ensure that data fully deleted from data stores, backups and other physical media provided 

once decommissioning the service 

3. Data viability: Ensure that the data can be returned in an agreed format if the provider goes out of 

business 

4. Investigative support: Ensure that the SaaS provider has the ability to investigate any inappropriate or 

illegal activity 
5. Privileged user access: Ensure that there are controls in authorizing user access to certain data. 

 

Location risk: 

1. Data location: Ensure that SaaS provider allows the control over the location of data 

 

Resilience risk: 

1. Continuity management: Ensure that the service is brought up at the soonest if there is a service failure 

 

Performance risk: 

1. Performance: Ensure that SaaS provider considers the use of hosting local fallback services in the event of 
an extended period of network access loss 

 

Regulatory compliance risk 

1. Regulation and legislation: Ensure that the SaaS deployment complies to organization standards and cloud 

computing legislation; and make sure that SaaS provider is willing to undergo external audits and / or 

security certifications  

 

Organizational risk: 

1. Change management: Training to the internal staff; manage expectation of the internal staff of the 
organizational change 

Ready to go? 
Result of the assessment which: 
‘1’ = good to go; if the total number of ‘1’ > ‘0’ 

‘0’ = not good to go; if the total number of ‘1’ < ‘0’ 

Table 5. SaaS Assessment attribute’s description 

At the same time, this helps to identify the number of IT applications that are functionally 

performing the same thing. Once the status of the IT applications is determined, the second 
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simulation will determine the IT applications that could opt in to SaaS based on the predefined 

SaaS categories by Gartner (2008). The result from these two simulations serves as a 

preliminary analysis prior to the SaaS assessment. SaaS assessment that includes SaaS risk 

assessment and cost comparison between the deployment cost and implementation cost will 

then determine whether the IT application can be replaced by SaaS. Each application is 

evaluated using attributes as shown in table 5. Ten IT managers have been interviewed for 

this purpose. The method returns 1 for Yes / Pass and 0 for No / Fail. Eventually, if the 

particular IT application is ready to be deployed as SaaS solution, the Ready to Go column will 

return 1 and 0 if it is not. Eventually a SaaS adoption summary will be provided. The final 

decision is made by the council’s higher management. 

4. The Evaluation Method for SaaS Adoption  

 

Figure 4. The evaluation method architecture 

Figure 4 presents the evaluation method for SaaS adoption. This method consists of a set of 

structural analysis techniques that aids the decision making process for SaaS adoption. This 

method enables the analysis to establish a holistic view of the organization’s current IT 

landscape together with SaaS assessment factors prior to SaaS adoption. Therefore, it helps 

the potential SaaS consumers to identify the potential IT applications that could be replaced 

with SaaS applications by considering the business factors at the same time. On the other 

hand, the SaaS providers can identify the key factors that they should consider before 

delivering SaaS services to their consumers.  
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4.1. The Evaluation Method and Assessment Process 

The evaluation method comprises of four stages. Stage one: Business Service Architecture 

Analysis focuses on representing the knowledge of the organization’s business service 

foundation. This stage comprises of six analysis components, Business Domain Analysis, 

Stakeholder Analysis, Business Services Portfolio, Business Services Valuation, IT Application 

Portfolio and IT Application Valuation. The valuation for both business services and IT 

application is in a form of questionnaires where the valuation criterion is assigned with a 

weight, which is defined by the agreements between the consultants and the organizations 

decision makers. Stakeholders are then required to rate each criteria using a scale of 1 to 5. 

The description of the rating is as shown in Table 4. The valuation implements threshold 

values to serve as benchmarking to determine the overall value of the business service and IT 

application. The threshold value is usually determined by the business unit head or the project 

sponsor. The computation of the values together with the result interpretation for both 

business services and IT application is shown in Table 6. 

Valuation Computation Business Criticality IT Application Value 

Low x < (Threshold - Lowest 
Rating) / 2 

The business service has 
low level of strategic role 
to the organization 

The application is likely not adding 
value to business service 

Medium (Highest Rating - 
threshold) / 2  <=  x 
<= (Threshold - Lowest 
Rating) / 2 

The business service has 
medium level of strategic 
role to the organization 

The application is still adding value 
to the business. Modification may 
require in order to support the  
business strategy and an 
acceptable cost may incur 

High x > (Highest Rating - 
threshold)  / 2 

The business service has 
high level of strategic 
role to the organization 

This application is critical to the 
business service 

Table 6. Business services and IT application valuation result interpretation 

Stage Two: IS Services Analysis focus on application rationalization by evaluating the IS 

services performance derived in the previous stage and eventually decide the potential IT 

applications that could be replaced with SaaS solution and would deliver business value to the 

organization. This stage has two analysis components, IS services (First Evaluation Analysis) 

and IS services (Second Evaluation Analysis). IS Services (First Evaluation Analysis) is the 

component that evaluates the criticality of the IT application in the relationship between the 

business services and IT application portfolio. The evaluation result is based on a logical 

interpretation by comparing the business criticality (BC) and IT application value (ITAV). If 

multiple priorities exist within a combination then the highest priority value will be returned as 

the result.  
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IS Services (Second Evaluation Analysis) is the component that extends the analysis on the IT 

applications from the outcome of IS Services (First Evaluation Analysis). This analysis 

populates IT applications where the “First Evaluation” equals to “Replace / Redevelop” and 

“Application Type” is equal to the application categories for SaaS deployment suggested by 

Gartner (Gartner, 2008). Stage Three: SaaS Assessment focuses on performing SaaS 

readiness assessment which involves risk assessment to determine potential SaaS applications 

(potential applications that can be moved to the cloud). It consists of two analysis 

components, SaaS Assessment and SaaS Risk Assessment. Stage Four: SaaS Adoption 

Summary provides summaries of the complete SaaS adoption results including its cost impact 

for the SaaS transition. It delivers the final outcome from all the analysis and provides the 

recommendation for the IT application that should be remain or replaced by considering the 

stakeholder’s decision.  

The evaluation method ensures practitioners who can easily understand the analysis of each of 

the IT component and the relationship between them. It is supported by the business services 

portfolio in which all business services and their criticality to the business of council 

operations. Besides, total cost of ownership (TCO) element, the business services and IT 

application valuation adopted the standard rating scale, descriptions and result interpretation. 

This enables consistent results when mapping business services and IT application value. A 

threshold element has been added to allow organizations to prioritize services based upon 

their own criteria. 

4.2. The Application of the Evaluation Method  

The council is looking for ways to save £945,000 per annum from their IT budget. The 

challenges faced by the council have been observed and the collected data are applied to 

stage one and two of this method. Stage three and four are validated via the simulation of the 

analysis result from previous stages, and the assumptions made based on literature review. 

The observations and preliminary analysis of the council have been identified: 1) there is no 
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proper platform to capture information and status of existing council applications 2) there is 

no clear information on IT spending and 3) there are redundant applications serving the same 

purposes. Therefore, it is vital to have an application inventory in order to manage the IT 

applications effectively. This ensures that changes made to applications are aligned with the 

organization’s IT and business strategy. The key results of the implementation of the 

evaluation method towards providing recommendations for IT applications to adopt SaaS are 

presented in the following sections. 

Business Services Architecture Analysis 

A business services portfolio is developed for the council. It contains information of each 

business service, stakeholders associated with the business service, and the IT applications 

that support the business service’s performance. The business service valuation is done for 

each business service. During the interview process, it was discovered that each business 

service plays an equally important role to the council in providing services to the residents. 

Therefore, these business services share the same threshold value. The IT Application Portfolio 

analysis is performed based on the information collected from the council. The analysis 

produces the information of the council’s IT application, business service, supplier and cost 

information. The analysis reveals that the council has 272 IT applications and there are 

redundant applications supporting the same business services. Examples for the redundancy 

identified are visible in the CRM service where there are four applications supporting it and in 

Payment service, ten applications have been identified to support it. Each IT application is 

then evaluated using the IT Application Valuation analysis. As a result, 48 applications returns 

the value ‘High’, two applications returns the value ‘Low’ and 222 applications returns the 

value ‘Medium’ level of support to the business service it supports. 

IS Services Architecture Analysis 

By comparing the business criticality and IT application values performed in IS Services (First 

Evaluation Analysis), there are 70 applications fall into the ‘Replace / Redevelop’ category. The 

IS Services (Second Evaluation Analysis) further results 20 applications in five SaaS 

application categories: 1) CRM (1 application), 2) HR (3 applications), 3) Messaging (1 

application), 4) Web portals (3 applications) and 5) Office (12 applications). This indicates that 

these applications are potential SaaS applications. Figure 5 presents the sample result of IS 

Services (Second Evaluation Analysis). 
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Figure 5. IS Services (Second Evaluation Analysis) 

SaaS Assessment and SaaS Risk Assessment 

SaaS Assessment analysis is then performed to the 20 applications for its accessibility, 

functionality, reliability, configurability, scalability, availability, standardize IT based capability, 

service delivery management, SLA and status visibility. SaaS Risk Assessment is performed to 

the applications for its performance towards the following risks: data lock in, application lock 

in, data confidentiality & integrity, data disposal, data viability, investigative support, 

privileged user access, data location, continuity management, performance management, 

regulation & legislation and change management. The result suggests that the identified 

ID Service Name Predefined 

Service 

Categorisation

Business 

Value (%)

Business 

Criticality

IT 

Applications

Description IT 

Application 

Overall 

Rating

IT 

Application 

Value

Application 

Type

Web 

based

First Evaluation

8 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium Acrobat 

Reader

Reads Adobe 

PDF files

4.17 High Office Yes Replaced/Redeveloped

12 Chief Executives Strategic 37.2 Medium Adobe 

Acrobat

Writes PDF files 4.17 High Office N/A Replaced/Redeveloped

13 Chief Executives Strategic 37.2 Medium Adobe 

Captivate

Creates 

eLearning 

material 

including 

animation

4.56 High Office N/A Replaced/Redeveloped

14 PRC High Potential 76.4 High Adobe 

Creative Suite 

Design 

Premium

Document 

production

3.63 Medium Office N/A Replaced/Redeveloped

42 Chief Executives Strategic 37.2 Medium Business 

Objects for 

CHRIS

HR/Payroll 

product for 

internal HR and 

external Payroll 

Managed Service

3.00 Medium HR No Replaced/Redeveloped

56 RCS Key 

Operational

24.84 Low CDView Views past 

planning 

applications

3.98 Medium Office No Replaced/Redeveloped

60 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium CHRIS (Trent) 

Web

Self-service 

Payroll / HR / 

leave booking / 

expenses

3.15 Medium HR Yes Replaced/Redeveloped

65 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium Comensura Manage external 

staff

4.20 High HR Yes Replaced/Redeveloped

87 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium ebase Corporate 

electronic forms

4.70 High Office Yes Replaced/Redeveloped

111 Chief Executives Strategic 37.2 Medium Gandlake Allows clients to 

look at their bills 

online

3.05 Medium Web portals Yes Replaced/Redeveloped

143 RCS Key 

Operational

24.84 Low kBase Contact Centre 

knowledge base

4.20 Medium Web portals Yes Replaced/Redeveloped

150 PRC High Potential 76.4 High Limehouse Extenrnal 

collaboration, 

consultation and 

publishing 

service

3.60 Medium Office Yes Replaced/Redeveloped

163 CMTY Strategic 37.2 Medium Morello Web Content 

Management

3.30 Medium Web portals Yes Replaced/Redeveloped

168 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium MS Exchange 

2007

Corporate email 

service, using MS 

Outlook & 

Exchange

4.00 High Messaging N/A Replaced/Redeveloped

169 Chief Executives 

/ DASH / CYPL / 

CMTY / PRC / 

RCS

Strategic 37.2 Medium MS Office 

2003

Microsoft Office 

2003 - includes 

Word, Excel, 

Powerpoint and 

Outlook

4.62 High Office N/A Replaced/Redeveloped

182 RCS Key 

Operational

24.84 Low Oracle CRM Contact Centre - 

Customer 

Relationship 

3.40 Medium CRM Partial Replaced/Redeveloped
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threats could critically impact the council particularly when dealing with confidential 

information. The final outcomes from both analyses have produced the SaaS readiness value 

for each IT applications. The result returns ‘1’ for ‘Pass’ and ‘0’ for ‘Fail’. The logic to derive 

the SaaS readiness is as follow. 

The ‘SaaS Readiness’ returns: 

 ‘1’ if total number of ‘1’ > ‘0’ 

 ‘0’ if total number of ‘1’ < ‘0’ 

Another factor that is crucial for assessing the IT applications for SaaS adoption is the cost 

factor. The analysis requires two cost values for each IT applications, the current application 

cost and the estimated SaaS deployment cost. The current application cost is collected from 

the IT inventory and the estimated SaaS deployment cost is provided by the SaaS provider. 

Comparison between the two costs is then performed using the logic presented as follows.  

‘1’ if SaaS deployment cost < Current application cost 

‘0’ if SaaS deployment cost > Current application cost 

The SaaS readiness and Cost Comparison result values are then populated into the SaaS 

Adoption Summary Analysis for the final analysis. Figure 6 shows the sample result of SaaS 

Assessment Analysis. 

SaaS Adoption Summary 

This analysis produces a summary that contains recommendations for future status of the IT 

applications (remain/replaced). The recommendations are derived by mapping the SaaS 

readiness and cost comparison results produced in the previous analysis. The logic for the 

mapping is as follows. 

If value of “SaaS readiness” and “Cost comparison” is ‘1’, 

then ‘Recommendation’ returns ‘Replace’, 

else ‘Recommendation’ returns ‘Remain’. 
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Figure 6. The SaaS assessment analysis 

In summary, this method suggests that 8 applications are recommended to be “replaced” with 

SaaS based applications and 12 applications will “remain” as-is. Those “remain” applications 

are unlikely to be replaced due to its compliance with the council’s IT policy. 

5. Discussion 

The derivation of the attributes including the risk factors in this context is generalized in order 

to meet the basics requirements for SaaS implementation for an organization. SaaS is one of 

ID 8 12 13 14 15 16 31 42 56 60 65 87 111 143 150 163 168 169 170 182

IT Appl ications
Acrobat 

Reader

Adobe 

Acrobat

Adobe 

Captiva

te

Adobe 

Creative 

Suite 

Des ign 

Premium

Adobe 

Il lustra

tor

Adobe 

Photos

hop

AutoCAD 

for 

Planning

Bus iness  

Objects  

for CHRIS

CDView

CHRIS 

(Trent) 

Web

Comen

sura
ebase

Gandla

ke
kBase

Limeho

use

Morel l

o

MS 

Exchange 

2007

MS 

Office 

2003

MS 

Project

Oracle 

CRM

Appl ication Type Office Office Office Office Office Office Office HR Office HR HR HR
Web 

Porta ls

Web 

Porta ls
Office

Web 

Porta ls
Messaging Office Office CRM

Current Cost 0 0 12396 3562 2500 3524 7895 25000 10000 68294 78380 13800 11000 9820 8628 39040 705638 600380 10000 648542

SaaS Deployment Cost 0 0 0 0 0 0 0 15000 0 2000 50124 3000 2000 2830 4000 20000 120000 320000 1000 100000

Access ibi l i ty 1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 0 0 0 1

Functional i ty 0 0 0 0 0 0 0 1 0 1 0 0 1 1 0 1 0 0 0 0

Rel iabi l i ty 1 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1

Configurabi l i ty 1 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1

Scalabi l i ty 1 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1

Avai labi l i ty 1 0 0 0 0 0 0 0 0 1 1 0 1 1 0 1 0 0 0 1

Standardise IT based 

capabi l i ty
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Service Del ivery 

Management
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

SLA 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Status  Vis ibi l i ty 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Data Lock In 0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Appl ication Lock In 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Data confidentia l i ty & 

Integri ty
0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Data Disposal 0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Data Viabi l i ty 1 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Investigative Support 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Privi leged user access 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Location Data  Location 0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Res i l ience Continuity Management 0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Performance
Performance 

Management
0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

Regulatory 

Compl iance

Regulation and 

legis lation
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

Organisational  

Change
Change Management 0 0 0 0 0 0 0 1 0 1 1 1 1 1 0 1 0 0 0 1

1 0 0 0 0 0 0 1 0 1 1 1 1 1 1 1 0 0 0 1

Bus iness

Securi ty

Risk 

Assessment

Ready to Go?

Genera l

Cost

SaaS Genera l  Assessment
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the cloud computing offerings. This method has the capacity to be extended to include the 

assessment of other components of cloud computing. 

IT applications are evaluated based upon the combination of the business criticality (BC) and 

IT application value (ITAV) results. As there are a many to many relationship between 

stakeholders, business services, IT applications, each application may have different ratings 

for different business services by different stakeholder. In order to derive a definitive result, 

the average value across IT application evaluation will be computed. Thresholds as shown in 

table 6 are implemented for both business services and IT application valuation as different 

organization may have different perspectives when defining business service and IT 

application value. This method is designed using optional attributes, allowing organizations to 

adapt the model to meet their own definition of ratings. The use of binary data enables 

automation of the decision tree concept. Results can be calculated to support the SaaS 

adoption decision making process by taking into consideration applications, costs and risk 

factors. 

This method extracts the intermediate assessment results from each stage, and transforms 

the result to integrate with further stages in the robust manner. With the introduction of 

business services and IT applications concept, the assessment provided the stakeholders with 

the in-depth understanding of the business domain and then setting the sensible threshold 

values. The current relationship between the business criticality and IT application valuation is 

based on the logical interpretation; this could be enhanced by using data mining methods. In 

order to see which relationship model fits the organization’s requirements the most scenarios 

can be developed that use different threshold values. This method involves weighting the 

stakeholder analysis, where each stakeholder is tagged with a numerical weight and business 

services valuation, and each business service evaluation criterion is tagged with a numerical 

weight. Currently the weighting is decided semantically by either the consultants or 

stakeholders. Therefore, it is suggested that, for example the stakeholder weighting can 

gauge with a stakeholder power impact analysis. 

This research focuses on the SaaS adoption, which is one of the cloud computing service 

offering. It is suggested that the technical component should be assessed, especially when 

dealing with applications that have multiple interfaces with other applications. This method 

can be enhanced as a cloud computing assessment that assesses which is the best cloud 

offerings to be adopted. It could be SaaS, PaaS, IaaS, or combination of the service offerings. 

In addition, this method also serves as an IT application assessment tool which assists the IT 

managers to make decisions on SaaS adoption in the council. However, there are some 

limitations of the evaluation method. For example, this method has a dependency on the cost 

factor as it is one a core attributes to decide whether the adoption of SaaS should happen. The 
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validation process shows that there could be a challenge in getting the financial information of 

the IT applications. Therefore, as an alternative, an engineering approach should be derived in 

order to serve the decision making purpose. It is suggested that a layer of weighting is 

introduced to this method, where all entities are associated with a weighting. For example, if 

the financial information cannot be obtained, the cost attribute will have the lowest weight, 

and other attributes will have higher weightings, thus giving them more influence in the 

decision making process. On the other hand, this method has currently provided entities with 

a generic set of attributes. It is suggested that industry templates of predefined attributes 

could be developed in the future.  

6. Conclusion 

In summary, this research covers the major concerns organizations have when adopting cloud 

computing. The focus of this research is on one of the cloud computing offerings, Software as 

a Service (SaaS). This is conducted by developing a framework using a top down approach. 

This starts by assessing the IT landscape in an organization, followed by integrating a risk 

assessment and finally making recommendations on which applications can be moved to the 

cloud. 

Both SaaS consumers and SaaS providers can benefit from this method. This method provides 

SaaS consumers a clear overview and consideration factors that can be evaluated before 

adopting SaaS. Consideration factors include organization, business, IT application, SaaS 

assessment and cost. The SaaS assessment has concluded concerns and risk factor. The result 

has shown that this method is capable of analyzing IT applications based on their criticality to 

the business services and their suitability for transition to the cloud at the fundamental level. 

As cost is one of the key motivations for SaaS adoption, this method gives a clear comparison 

of the current application cost and the cost of SaaS implementation which includes 

deployment and risk mitigation costs. In addition, SaaS consumers may consider establishing 

a long term contract with the SaaS provider in order to negotiate lower prices for future SaaS 

implementations and maintenance. 

This method also serves as a fundamental requirement analysis for SaaS providers by 

providing a clear view on what factors consumers consider before adopting SaaS. SaaS 

providers can consider implementing those factors into their SaaS service package. In 

addition, the strategic elements such as implementations strategy, SaaS migration strategy 

and post implementation strategy can add value to their service package. SaaS providers may 

consider working with their strategic partners to share knowledge and skills in order to provide 

a better service to consumers. 
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